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Abstract
Digital privacy is often framed as a problem of limiting collec-
tion. The harder problem is that cybersecurity and accountabil-
ity often require records. Identity-theft victims need screen-
shots, transaction histories, police reports, vendor contacts,
and account logs; public records support oversight while ex-
posing identity trails; geofence warrants can identify suspects
while sweeping in uninvolved people; audit logs can reveal
misuse while becoming sensitive repositories. This first-phase
dissertation work organizes those cases around an evidence
threshold: the point at which data moves from private trace to
accountable proof. It turns a broader user, legal, and technical
review into an IRB-approved, scenario-based survey of pub-
lic cybersecurity awareness and tolerance. The survey asks
what ordinary users know about data collection, when they
accept privacy-invasive monitoring for end-user protection
or mal-behaviour accountability, and what safeguards they
require. The long-term goal is to connect public judgment
to privacy-aware monitoring, audit design, retention rules,
notice, consent, and cybersecurity education.

1 The Core Problem
Privacy and security are often discussed as if they naturally
move in the same direction. The original research draft begins
from a more difficult observation: some privacy protections,
such as anonymity or strict data minimization, can make ac-
countability for cybercrime harder, while security measures
such as monitoring, logging, identity checks, or location track-
ing can compromise privacy. The project therefore asks how
to protect end users while still making visible where their data
is routed, stored, retained, and used.

This is a human-centered security problem, not only a legal
or technical policy problem. Defensive cyber deception and
honeypot-style systems already raise questions about trans-
parency, fairness, no-harm, and notice [23]. Developers need
to know what monitoring users can understand and tolerate.
Educators need to know what users misunderstand about cy-
bercrime, evidence, and protection practices. The study there-
fore asks three linked questions: what ordinary users know

about cybersecurity; what level of privacy invasion they tol-
erate for accountability; and how survey results can guide
monitoring protocols and public cybersecurity education.

2 Users as Evidence Holders
The first layer is the user perspective. Users are often treated as
the weak point in security because they reuse passwords, fail
to encrypt documents, or abandon protective practices over
time [24]. Yet when harm occurs, the same users may become
evidence holders. Identity-theft victims may need screenshots,
transaction records, notices, police reports, vendor contacts,
and account logs to reconstruct where a stolen identity was
used [20]. Even with this evidence, vendors and law enforce-
ment may not act without a formal investigation [9].

This burden explains why a survey cannot ask only whether
users value privacy. That misses the moment when data be-
comes useful to the user. A survey also cannot ask only
whether users support monitoring, because that misses the
fear that monitoring can become surveillance. Prior work on
mobile Internet monitoring and user tolerance is a useful start-
ing point [5], but this project extends the question beyond
network traffic to identity misuse, public records, location
data, legal access, online harassment, and audit logs. The sur-
vey must therefore use concrete scenarios rather than abstract
privacy attitudes.

3 Law as Access Boundary
The second layer is legal and policy context. Legal availabil-
ity does not always match ordinary expectations. Informa-
tion many people consider private, such as voter-registration
data, can be available through state freedom-of-information
processes [15]. Voter registration security, absentee-ballot
risk, registration groups, and election-worker roles also show
that ordinary citizens participate in systems where identity,
records, and accountability matter [4, 6]. These cases show
a recurring pattern: public access can support transparency
while also exposing identity trails.

Privacy regulation adds a second pattern. GDPR frames
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consent, erasure, portability, and the costs of privacy rights [11,
22]. Yet formal consent or legal availability does not always
mean meaningful user understanding. A user may not expect
a record to be public, may not know when a platform shares
data with law enforcement, or may not understand whether
data can be modified or erased.

Law-enforcement examples sharpen the threshold. Ge-
ofence warrants raise questions about the third-party doctrine,
location privacy, probable cause, and overbroad search re-
gions [1, 10, 17]. Location data can solve crimes or support
public accountability, but it can also sweep in uninvolved peo-
ple or become public through secondary use, as illustrated by
data-broker reporting on device locations tied to the Epstein
investigation [14]. Stalking, revenge porn, and AI deepfake
abuse show the opposite problem: digital evidence may ex-
ist while legal categories lag behind lived harm [2, 3, 12, 18].
Broader work on ethical cybersecurity law and AI national-
security law reinforces the need for human oversight, account-
ability, and clearer legal boundaries [13, 19]. For this project,
these are not legal quizzes. They are source material for plain-
language scenarios about consent, access, retention, harm, and
accountability.

4 Logs as Technical Evidence

The third layer is technical. The user and legal cases lead
directly to monitoring and auditing. Digital identity federa-
tion [21], IoT auditing [16], and privacy accountability work
on incomplete audit logs [7, 8] point to the same implementa-
tion problem: systems may need records to prove what hap-
pened, but those records also create privacy risk. Incomplete
logs can hide policy violations; complete logs can become
sensitive repositories. Both problems matter for humanist
security policy.

The technical contribution of this phase is to identify vari-
ables that can later become design requirements: logging
level, data minimization, retention period, access control, user
visibility, auditability, and explanation. The same mechanism
can be interpreted differently depending on these variables.
A limited, purpose-bound log for account recovery may be
acceptable; an indefinite, hidden log with unclear access may
be perceived as surveillance. These are engineering choices,
but they require evidence about public expectations.

5 Survey Design and Ethics

These three layers motivate the current artifact: an IRB-
approved survey instrument. It will measure public under-
standing of cybercrime, vulnerability factors, and tolerance
for monitoring or data collection when the stated goal is end-
user protection or accountability. Following prior work on
survey recruitment [24], recruitment is planned through Pro-
lific. Measured background factors include technical expe-
rience, legal familiarity, public influence, and demographic

information such as age, gender, education, income, ethnicity,
language, and disability.

The survey is scenario driven. Prompts can include identity-
theft evidence, suspicious account activity, school or employer
network monitoring, geofence investigation, public-record
reuse, platform sharing with police, deepfake abuse, and IoT-
device auditing. Each prompt can name the actor requesting
or holding data, state the purpose of collection, and vary safe-
guards. Participants can then answer awareness questions,
tolerance questions, and design-preference questions.

The instrument separates three ideas that are often blurred:
what users know, what users accept, and what users want
systems to do. Awareness items ask whether participants un-
derstand what data exists and how it might become evidence.
Tolerance items ask whether collection feels acceptable under
a stated purpose. Design-preference items ask which safe-
guards matter: shorter retention, clearer notice, explicit con-
sent, access limits, user review, or independent oversight. The
first survey should treat responses as exploratory unless sam-
pling supports stronger claims; its immediate goal is to refine
constructs and scenario language. Consultation with social-
science experts will support instrument design, recruitment,
and analysis.

Ethically, CUNY Graduate Center IRB approval has been
obtained. Participants will provide informed consent, directly
identifying information will be minimized, and early results
will be interpreted as exploratory rather than prevalence ev-
idence unless recruitment and sampling support stronger
claims.

6 Future Technical Plan
The long-term technical goal is to translate awareness and
tolerance findings into design requirements for monitoring
and auditing systems. A later phase can map scenarios to
concrete choices: what to log, what to minimize, what to keep
as evidence, what requires consent, what users should see,
and what should be reserved for accountable investigation.

The technical plan has three outputs. First, a design ma-
trix can link survey scenarios to logging, retention, access,
and consent rules. Second, a lightweight prototype or policy
engine can demonstrate privacy-aware audit modes, such as
minimal logs, user-visible logs, investigation-only evidence
packages, and expiring records. Third, developer and public-
education guidelines can explain monitoring choices in plain
language.

The contribution is a case-grounded survey framework for
a problem the long draft identifies across several domains.
Public privacy tolerance depends on evidence thresholds, not
only on general attitudes. The expected results should support
both technical design and education: users should understand
when data is collected, why, where it is stored, who can access
it, and when it may become evidence.
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