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Abstract

The present study explores user mental models of how
data flows between multiple users and multiple devices on
shared home networks, including user awareness of the enti-
ties that can see and connect information and activities, and
the privacy implications of cross-device linkage for individ-
uals and other household members. The study also explores
how well participants believe they are protected from tracking
on their home network and what misconceptions they hold
about the coverage of device- or network-level privacy tools.
Findings from a qualitative interview and drawing exercise
are expected to characterise potential gaps and misconcep-
tions users hold about privacy at home and the extent to which
current privacy-regulating behaviours and tool usage match
their coverage expectations. Results are anticipated to provide
design evidence for network-level privacy tools.

1 Introduction

Paradoxically, the home is a space in which individuals report
the strongest subjective sense of privacy and desire for per-
sonal control over their data, yet it exposes one of the most
information-rich sources of observation available to third par-
ties [17]. In 2015, Kang et al. [5] reported that lay internet
users held simple and incomplete mental models about how
the internet works and the entities who had access to their
personal data and communications. Over 10 years later, the
ecosystem has changed markedly. The mechanisms by which
users can be tracked, the number of entities involved in data
collection, sharing and storage, and the number of devices
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users now connect to home networks has increased [2,4,7,10].
In addition, cross-device tracking from the interconnection
of multiple personal and shared devices on shared networks
has privacy implications not only for individuals but other
household members.

A recent review of privacy and security issues in home
network environments concluded that user perceptions of the
more complicated data flows in multi-user homes and the
implications of interactions between multiple users and de-
vices is understudied [10]. Most recent work has focused on
smart devices, [oT and smart homes more broadly [1, 17],
yet the privacy concerns users hold differ by device type
(e.g., smart home devices, smartphones) and privacy concerns
increase when multiple as opposed to single devices are in-
terconnected [14]. Users express concern about the negative
impacts of cross-device tracking on information leakage in
other contexts (e.g., online behavioural advertising at work re-
lated to home usage) as well as information exposure related
to other network members [6,11,15].

When it comes to protective actions, there are few acces-
sible network-level privacy tools available to lay users and
those that exist can present technical barriers [8,9]. The use of
device-level privacy tools and settings is more prevalent, and
users report taking a range of privacy-regulating and privacy
protection behaviours — even those who report being dismis-
sive about their online privacy [3, 13]. However, misconcep-
tions about the purpose and capabilities of privacy protection
tools are widespread [8, 13, 16], and while some users layer
or combine tools, their expectations about how they combine
to offer enhanced protection is often overestimated, false,
or simply undeliverable [13]. Indeed, a greater number of
browser extensions may actually increase tracking through im-
proved identifiability via browser fingerprinting [12]. Beliefs
about the additive protection of multiple device- or network-
level privacy tools on individual and shared devices within
home networks and in combination with privacy-regulating
behaviours has not been explored, particularly in terms of
how comprehensively users perceive these actions to cover
personal and collective household privacy.



The present research will fill this gap by idenfiying what
users understand about the privacy threats associated with
the connection of multiple devices on shared home networks,
awareness of the implications for the privacy of individuals
and other household members, and perceptions about the ca-
pability of privacy protecting tools and behaviours to cover
against privacy threats.

1.1 Research Questions

RQ1: What are participants’ mental models of how data flows
within and out of their home network and the entities that can
see their information and activities?

RQ2: What do participants understand about how data is
tracked across devices and persons within the home network
and what consequences do they perceive for their privacy and
that of other household members?

RQ3: How well do participants believe they are protected
from tracking on their home network and what misconcep-
tions do they hold about the coverage of device- or network-
level privacy tools?

RQ4: What would people expect a privacy solution to cover
across their home network?

2 Methodology

Participants. Approximately 20-25 participants who have
two or more devices connected to their home WiFi network
will be recruited to participate in a semi-structured interview.
Of these, at least 12 will report living in a household with
more than one person who regularly uses the internet at home
and around half will report using at least one privacy product
on a personal device (e.g., tracker blocker, DNS filter, browser
with built-in privacy protections). The study focuses on US
participants because protection from home-network tracking
depends largely on users’ own knowledge and tool use rather
than comprehensive privacy regulations (e.g., GDPR). Re-
cruitment is conducted via Prolific with participants receiving
$.10USD for completing a pre-screener to identify eligibil-
ity and $17USD for for those who complete the interview.
Interviews are expected to be completed by July 2026.
Study design and procedure. Following questions to ob-
tain socio-demographic and background information, partici-
pants are asked about their home internet set-up, including the
devices they have connected and other household members
who use the internet at home. After being given the oppor-
tunity to familiarise themselves with the online sketching
software Miro, participants are guided through the drawing
exercise. Similar to Kang et al. [5], users are first prompted
to explain how they think the internet works while at home
using their home WiFi network. Subsequent questions ask
participants to imagine how information flows, what other
entities may be able to see their connections and activities,
how other devices they connect at home fit into their model,

information flow between devices and how other members
of the household fit into their model. Participants are asked
if they take any actions to prevent others from seeing their
activities, and if so, to explain how this works. Participants
are asked to think aloud as they complete the drawing task.

After participants complete the drawing task, they are asked
about how they use their devices and what they do to protect
their privacy while on their home network. Participants who
indicated using privacy protection tools explain how they use
their privacy protection tools, on which devices, what they
believe these tools protect them from, and their perception of
the level of privacy protection these tools offer across their
home network as a whole. Participants who do not indicate
using any tools are asked for their general perceptions of
online privacy at home, and awareness of privacy protection
tools. All participants are asked for their perspectives on what
privacy protection at home would look like for them.

To identify what users understand about how devices can
be linked across a home network, participants are asked for
their perspective on how different devices within their home
may be perceived by entities outside the home as well as
the activities of other members within the household and
what that means to them when it comes to their privacy. To
conclude the interview, participants are asked to imagine that
their home router came with a feature that would protect the
privacy of everyone in the household when connected to the
home WiFi. Participants are asked to share their expectations
of what they would expect that feature to do.

Ethics. Participants consent to the study, including the
purpose, usage and storage of audio and visual recordings.
Personally identifiable information is anonymised. Approval
was obtained from an independent Institutional Review Board.

Data analysis. Qualitative analysis of participants’ think-
aloud protocols and diagrams follow an inductive process to
identify recurring themes and differences across mental mod-
els. The process is iterative; an initial analysis codes a sample
of the participant transcripts to generate a set of initial codes
that is applied and revised based on subsequent transcripts.
An independent coder will code a sample of the interviews
to establish good inter-coder agreement. We expect to iden-
tify the dimensions on which participant’s mental models
vary, including the entities that they are aware of and gaps in
understanding of cross-device linkage on the home network.

3 Anticipated Contribution

The present research is anticipated to expose gaps in user
awareness and comprehension of privacy-relevant issues re-
lated to connecting multiple devices on shared home networks,
an understudied area in user privacy perception research [10].
Results from this study are expected to guide the design and
communication of network-level privacy tools to increase user
comprehension of the privacy protections that can be achieved
across devices on the home network.
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