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1 Introduction

When organizations need to answer questions using data dis-
tributed across multiple datasets, directly sharing or com-
bining those records can raise significant privacy concerns.
Privacy-Preserving Record Linkage (PPRL) addresses these
challenges by enabling organizations to combine data with-
out revealing individual-level information [1, 6]. However,
there is currently little publicly available guidance to help
practitioners determine appropriate PPRL approaches. To ad-
dress this gap, initial PPRL guidance was developed to help
practitioners identify and understand different forms of data-
sharing problems that may require different PPRL techniques
or approaches. This work contributes to that effort through a
usability study of three variations of this prototype guidance.
Prior studies on the usability of existing privacy frameworks
suggest that they are ineffective at communicating their guide-
lines to expert users [2–5] emphasizing the need to investigate
how best to make these documents useful. Klymenko et al.
suggest there is a gap in developers’ current understanding
of PETs and their use in achieving privacy goals. This high-
lights the need to communicate PETs as technical measures
to satisfy privacy frameworks [2].

PPRL Guidance These prototype guidance documents are
intended as a first step for practitioners working with data-
sharing problems that require privacy-preserving analysis or
linkage. The guidance aims to help users identify what type
of PPRL problem they are working with using a set of six
archetypes, each representing common data-sharing scenarios
with distinct characteristics. The archetypes are intended to
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later support the selection of appropriate privacy-preserving
techniques, but that is beyond the scope of this work.

The six archetypes are the following: (A1) Private Joined
Records, (A2) Private Joined Categories, (A3) Private Joined
Analytics, (A4) Private Cross-Partner Categorical, (A5) Pri-
vate Cross-Partner Analytics, and (A6) Private Cross-Partner
Subject Tracing.

To understand how participants interact with and apply
these guidance prototypes, we investigate the following ques-
tions:

RQ1: How effectively can participants understand and
apply the PPRL guidance to real-world data-sharing sce-
narios?

RQ2: How do participants use and interpret different com-
ponents of the PPRL guidance when matching scenarios to
archetypes?

RQ3: What challenges do participants encounter when
distinguishing between PPRL archetypes?

2 Methods

To evaluate the usability of the PPRL guidance prototypes
we conducted an IRB-approved, semi-structured task-based
interview study with 13 participants recruited from the
Carnegie Mellon University Campus. This let us observe
guidance use while collecting feedback on participant rea-
soning. Participants were recruited from relevant technical
backgrounds, with most participants identifying as either data
science/statistics-leaning or computer science-leaning.

Each 45-minute in-person session was organized into four
phases. In the introduction phase, participants answered ques-
tions about their academic or professional background and
received a brief verbal introduction to PPRL. In the review
phase, participants were given all three guidance prototypes:
a diagram representation where each archetype is paired
with a visual example and brief description (Appendix A.1),
a flowchart guiding users through a series of yes/no ques-
tions (Appendix A.2), and a comparative matrix presenting
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archetypes side-by-side (Appendix A.3). Participants were
given approximately 10 minutes to review the materials and
make annotations if desired. In the task phase, participants
completed an archetype matching activity using six real-world
data-sharing scenarios, shown in Appendix A.4. For each
scenario, participants were asked to determine which PPRL
archetype best fit the situation using any combination of the
provided guidance prototypes while thinking aloud. In the
feedback phase, researchers conducted a semi-structured in-
terview about participants’ experience with the guidance, in-
cluding the perceived advantages and disadvantages of each
prototype, what was confusing, what was most useful, and
rationale for their responses.

Quantitative data included participant archetype assign-
ment for each scenario and time taken, but this data was ana-
lyzed in a qualitative manner. Qualitative data included proto-
type preference, problem solving process, and advantages and
disadvantages of each prototype. Qualitative analysis was per-
formed via 100% double coding for all participant transcripts.
The two researchers assigned to code utilized emergent cod-
ing to create a codebook (see Appendix D).

3 Results

RQ1: Participants were sometimes able to apply the guid-
ance, but their reasoning often showed partial rather than
comprehensive understanding of the archetypes. On average,
participants correctly matched 3.15 out of 6 scenarios, with
most scoring between 2 and 4 (Figure 3). Participants often
engaged with the guidance by matching scenario terms to
similar terms in the guidance documents; for example, using
words such as “average,” “correlation,” “count,” or “income”
to determine whether the output required simple counts or
more complex analytics. This worked best for scenarios with
clear output cues, such as Scenario 3, where 12 out of 13
participants selected the correct analytic archetype.

While assigning archetypes to the given scenarios, par-
ticipants most often considered data type, parties involved,
and individual vs. aggregate output. They rarely considered
shared individuals, who has what, or who learns what. This
further suggests that participants could apply visible parts of
the guidance, but did not necessarily understand the structural
differences that distinguish the archetypes.

RQ2: Participants combined the prototype variations, using
each format for a different purpose. The flowchart helped
participants identify what to consider before selecting an
archetype. The matrix helped them compare archetypes and
reference more detailed information about each archetype.
Although several participants initially found the matrix over-
whelming, it became more useful once they knew which de-
tails to look for. Diagrams were used least, though some partic-
ipants valued the visual format (Figure 2). The one participant
who relied wholly on the diagrams was the only participant to
match all six scenarios to their appropriate archetype, however,

this may reflect their strong background in data science and
policy rather than diagram format alone. The most common
combination was the flowchart and matrix, with 5 participants
using those documents together.

Regarding the individual components within each of the
formats, participants most often relied on the flowchart visual-
ization (7 participants), matrix output column (6 participants),
and the matrix goals/definitions (5 participants). Some par-
ticipants read the matrix examples to help make sense of the
archetypes, but only 3 clearly used them to decide which
archetype best fit a scenario.

RQ3: Participants often struggled to determine whether a
scenario had a primary data owner. This made it harder to
distinguish between asymmetric linkage archetypes (A1–A3)
and symmetric linkage archetypes (A4–A6). This issue was
especially visible when participants used the flowchart, be-
cause the first decision point required them to correctly deter-
mine whether a primary data owner existed. However, primary
data ownership is not the only difference between asymmetric
and symmetric linkage archetypes. These archetype groups
also differ in how data is split across parties and who learns
the final output. Only one participant explicitly considered
who learns the output, suggesting that future guidance should
make these additional distinctions more visible.

As shown in Figure 1, the clearest misclassification oc-
curred in Scenario 5: 7 participants selected A1, while only
1 selected the intended answer, A5. The wording may have
contributed to this error: “my school” may have implied a
primary data owner, while “individuals” may have suggested
individual-level output. Scenario 1 also produced A1/A6 con-
fusion, with 4 participants selecting A1 instead of A6; how-
ever, this mix-up is less surprising because both archetypes
involve shared individuals across datasets.

Participant backgrounds showed only small performance
differences. Computer science-leaning participants scored
slightly higher than data science-leaning participants, but the
small sample size limits what can be concluded. Background
appeared more related to guidance-use strategy than overall
correctness.

Our small CMU sample may not fully represent real PPRL
practitioners, though participants had relevant data, comput-
ing, or privacy backgrounds. The task also used short written
scenarios, while real-world use would involve more complex
data-sharing problems. Additionally, participants were not ex-
plicitly instructed to choose only one archetype, so responses
with multiple selections were counted as incorrect if any se-
lected archetype was wrong; one participant did not answer all
six scenarios, so incomplete responses were excluded where
applicable. Finally, the diagram prototype was modified after
P1 to ensure consistent readability and condense it from two
pages to one page, meaning P1 viewed a slightly different
version than the remaining participants.
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Definition: The primary data owner 

needs to make a histogram (bar 

chart) that combines information they 

have with information their external 

partner has. Neither side is allowed to 

learn the individual-level matches: the 

primary data owner should only learn 

aggregated (bar chart) information, 

and the external partner should learn 

nothing. 

 

 

 

 

 

 

Definition: The primary data owner 

wants to augment their records with 

information from an external 

partner.  The primary data owner 

should only learn new information 

about people they share with the 

external data owner, and the 

external partner should learn as little 

as possible. 

 

 

 

 

 

 

 

 

 
 

 

Definition: The primary data owner 

needs to collect analytics 

(averages, min, max, variance) 

about groups of people in their data. 

Neither side is allowed to learn the 

individual-level matches: the 

primary data owner should only 

learn aggregated (analytics) 

information, and the external 

partner should learn nothing. 

Privacy Preserving Record Linkage (PPRL)  —  Diagrams and Definitions 
The diagrams use a “toy” example setup, with names representing individuals and colors representing groups of those 

individuals. Icons or other data represent additional information about the corresponding individual or group. 

 

Asymmetric Linkage Archetypes: 
 
 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 
 

 
 

 

 
 

Symmetric Linkage Archetypes: 
 

 

 

 

 
 

 

Definition: Multiple data owners have overlapping data (the same individuals appear in data owned by different 

partners) and they want to work together to understand how individuals move between their data sets.  Individuals are 

linked and tracked across partners, but only aggregate statistics on outcomes, events, correlations, are released.  No 

individual data is exposed.  

 

 

 

 

 

 

Definition: Multiple data owners each have too little data to analyze, so they want to work together as equal partners to 

compute analytical information across all their data sets.  We assume different partners have different individuals in their 

data sets, and no individual records should be exposed.   

 

 

 

 

 

Definition: Multiple data owners each have too little data to analyze, so they want to work together as equal partners to 

make a histogram (bar chart) that combines information across all their data sets.  We assume different partners have 

different individuals in their data sets, and no individual records should be exposed.   

 

 

   
   
    
   
   
    

   
   
    
   
    
   

   
   
    
   
   
    

   
   
    
   
    
   

                      

               
   
   
    
   
   
    

   
   
    
   
   
    

               

                         

        
        
       
       

 
 

  

            

   
   
    
   
   
    

    
    
     
    
    
      

               

                        

        
        
       
       

    
 
   
  

 
 

 

   
   
    
   
   
    

         
    
   
   

         
   
   
   
    
   

         
    

         
             
           
           
        
    

                                                                           
            

    
    
     
    
    
     

         
      
    
     

         
     
    
    
     
    

         
     

         
             
           
            
            
    

                                                                         

               

         
         
          

     

   
   
    
   
   
    

         
   
   
    

         
   
   
    
   
   

         
   
   

         
                                                                                

                          

 

   

   

             
           
            
            
    

A Study Materials

A.1 PPRL Guidance Prototype - Diagrams
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Q
1

- Answ
er ‘Yes’ if one

prim
ary partner/data ow

ner is collecting data from
 one external partner and only the prim

ary partner/data ow
ner receives the final output.

Answ
er ‘N

o’ if m
ultiple

partners (tw
o or m

ore) contribute data and have equal access to the results.
Yes: O

ne pet store collects data from
 another pet store and keeps the results.

N
o: M

ultiple pet stores com
bine their data and all receive the results.

Q
2

- Answ
er ‘Yes’ if individual-level data is im

portant. Answ
er ‘N

o’ if aggregated data across unidentified individuals is sufficient.
Yes: A dataset is com

bined/joined w
ith another dataset

N
o: A dataset is aggregated to find the average num

ber of dog toys bought

Q
3

- A sim
ple histogram

 is created by organizing data into categories and counting each category. Analytics requiring further com
putation include m

eans, regression
coefficients, correlations, etc). Answ

er ‘Yes’ if com
puting an analytic. Answ

er ‘N
o’ if a categorical count/histogram

 is adequate.
Yes: Finding the m

ean age of dogs at a shelter
N

o: Finding the count of dogs per age bracket

Q
4

- Answ
er ‘Yes’ if the analysis requires tracing individuals across m

ultiple datasets (follow
ing an individual through different institutions). Answ

er ‘N
o’ if aggregate-

level pooling is sufficient, and individual-level linkage is unnecessary.
Yes: Follow

ing dogs through different veterinary institutions to study m
ulti-year patterns

N
o: C

ounting how
 m

any dogs across veterinary institutions have had eye infections

Privacy Preserving R
ecord Linkage (PPR

L) —
 Flow

chart

A.2 PPRL Guidance Prototype - Flowchart
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Activities:
Real WorldUse Cases:
Match each problem below with its archetype problem, by writing the
correct archetype on each use case.

4.
There’s a virus variant spreading to
patients that use the town sewer
system. We could alert them, but
we don’t knowwhich individual
patients are at risk. The city knows
which households use the sewer.

2.
Is a particular virus variant more
prominent among homeless
populations? I want to know the
overall infection pattern, but I
shouldn’t learn which of my
patients are homeless.

3.
How are student outcomes at my
school correlated with income? I
can’t learn my students’
incomes.

1.
Howmany visits does it typically
take for a patient to be diagnosed
with disease X? I know about
visits at my hospital, but I don’t
know about visits at other
hospitals.

5.
What are the average
standardized test scores for
studentswho receive
supplemental instruction? My
school only has two individuals
who receive supplemental
instruction, and we can’t share
student data with other schools.

6.
How effective is my job training
program across different
demographic groups? The classes
shouldn’t directly share student
data, and classes may only have 1
or 2 students from some
demographic groups.

A.4 Real-world Example Scenario Task Sheet
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B Results

Figure 1: Participant archetype assignments across the six task scenarios. Green cells indicate correct assignments. Red cells
highlight the most common incorrect assignments. Numbers show how many participants selected each archetype for each
scenario.

Figure 2: Preferred guidance formats. Counts include partici-
pants who had more than one preferred format.

Figure 3: Participant score distribution across the six scenario-
matching tasks.
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C Participant Demographics

Participant Occupation Experience with Data
Science/ Statistics

Experience with Computer
Science

Experience with Privacy DS or CS

P1 PhD Practical Experience Basic Familiarity Basic Familiarity DS
P2 Professional Practical Experience Practical Experience Practical Experience DS
P3 Undergraduate Basic Familiarity Practical Experience Basic Familiarity CS
P4 Masters Basic Familiarity Basic Familiarity Basic Familiarity DS
P5 Masters Basic Familiarity Practical Experience Practical Experience CS
P6 Undergraduate Practical Experience Basic Familiarity No Experience DS
P7 Undergraduate Basic Familiarity Basic Familiarity No Experience DS
P8 PhD Practical Experience Practical Experience Practical Experience DS
P9 Masters Practical Experience Practical Experience Basic Familiarity CS
P10 Undergraduate Basic Familiarity Basic Familiarity No Experience DS
P11 Masters Basic Familiarity Practical Experience Practical Experience CS
P12 PhD Practical Experience Practical Experience Practical Experience DS
P13 Masters Basic Familiarity Practical Experience Basic Familiarity CS

D Codebook

D.1 Features Considered Per Scenario

Code Description Example

Data type The participant considers the type of data
involved in the scenario.

“test scores is an average, not categorical”; “do people
have a job year out or not, in which case it would be like
categorical”

Parties involved The participant considers the number of or
which parties are involved in the scenario.

“it sounds like there’s just one primary data owner”; “I
feel like there are multiple parties involved”; “different
classes are different partners”

Shared individuals The participant considers whether the
individuals exist across multiple datasets.

“each person is at only one school”; “do people appear in
multiple classes?”

Who learns what The participant considers what parties learn
what information.

“it’s not entirely clear to me if they have equal access to
the results”

Who has what The participant considers what information each
party has.

“the hospital knows which patients are infected [...]
whereas the government knows which all households are
connected”

Symmetric vs. asymmetric The participant considers whether the scenario
sounds asymmetric or symmetric.

“we know that this will be symmetric and not
asymmetric”; “this does sound like asymmetric”

Individual vs. aggregate The participant considers whether the scenario
requires information on specific individuals or
aggregate information.

“maybe I do need to know about specific individuals”; “I
don’t care about like the individual level data”

Method used in scenario The participant considers what method may be
used in the scenario to obtain the desired output.

“assume you’re comparing a baseline”; “we’re trying to
get a frequency of virus among homeless versus housed”

No additional features
considered

Participant does not indicate consideration of
any particular features.

Participant only answered flowchart questions or
participant did not discuss any relevant features.
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D.2 Per-Scenario Responses

Code Description

A1 Private Joined Records The participant selected Archetype 1: Private Joined Records for the respective
scenario.

A2 Private Joined Categories The participant selected Archetype 2: Private Joined Categories for the respective
scenario.

A3 Private Joined Analytics The participant selected Archetype 3: Private Joined Analytics for the respective
scenario.

A4 Private Cross-Partner Categories The participant selected Archetype 4: Private Cross-Partner Categories for the
respective scenario.

A5 Private Cross-Partner Analytics The participant selected Archetype 5: Private Cross-Partner Analytics for the
respective scenario.

A6 Private Cross-Partner Subject Tracing The participant selected Archetype 6: Private Cross-Partner Subject Tracing for the
respective scenario.

10


	Introduction
	Methods
	Results
	Study Materials
	PPRL Guidance Prototype - Diagrams
	PPRL Guidance Prototype - Flowchart
	PPRL Guidance Prototype - Matrix
	Real-world Example Scenario Task Sheet

	Results
	Participant Demographics
	Codebook
	Features Considered Per Scenario
	Per-Scenario Responses


