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Abstract

Phishing attacks persist not only because users lack awareness,
but because attackers exploit cultural and linguistic cues that
shape everyday trust decisions. Much phishing research has
been conducted with WEIRD (Western, Educated, Industri-
alised, Rich, and Democratic) populations and often assumes
a uniform model of user behaviour. This limits the relevance
of existing defences for non-native English speakers, users
from high power distance or collectivist cultures, and em-
ployees in hierarchical organisations. We conducted a Sys-
tematic Literature Review (SLR) of 30 publications follow-
ing Kitchenham’s methodology and the PRISMA framework.
The review identifies four dimensions of culturally shaped
phishing susceptibility: social and linguistic cues, language
and script, individual and organisational environment, and
attacker adaptation. It also identifies three intervention cate-
gories: technical solutions, training and education, and organ-
isational support. However, these interventions show limited
cultural sensitivity and weak alignment with susceptibility
factors. Based on these findings, we propose an evidence-
based, culturally informed individual framework for phishing
awareness with four steps: identify the cultural risk profile,
apply culturally aware vigilance, verify and report suspicious
messages, and seek culturally relevant awareness. The frame-
work links cultural susceptibility to intervention design and
supports culturally situated phishing defences.

1 Introduction

Phishing remains a persistent cybercrime despite continued
research, technical defences, and awareness campaigns [6,
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11, 15]. The Anti-Phishing Working Group reported more
than one million phishing attacks in the first quarter of 2025
alone [1]. One reason for this persistence is that phishing
susceptibility is not uniform: users interpret trust, authority,
urgency, and legitimacy through their cultural, linguistic, and
organisational contexts [17, 19].

Prior work shows that high power distance cultures, second-
language use, and hierarchical workplaces can affect how
users recognise, question, and report suspicious messages [4,
9, 12]. However, much phishing research remains shaped
by WEIRD populations and often assumes a universal user
model [7, 8]. This limits the relevance of existing defences
for culturally and linguistically diverse users, particularly as
attackers increasingly exploit local trust cues and cultural
vulnerabilities [15].

This study addresses this gap through a Systematic Lit-
erature Review of 30 publications guided by two research
questions:

RQ1: How are people susceptible to phishing attacks
based on their culture, language, and organisational con-
text?

RQ2: What human-centred interventions have been
proposed or evaluated to help people from different cul-
tural contexts recognise and respond to phishing attacks?

Based on the findings, we propose a culturally informed
individual framework for phishing susceptibility awareness
comprising four evidence-based steps [7, 17,20].

2 Methodology

We conducted a Systematic Literature Review following
Kitchenham’s guidelines for structured evidence synthe-
sis [13] and used the PRISMA framework to report the search
and screening process transparently [16]. The review focused
on phishing susceptibility, culture, language, human-centred
interventions, and usable security. Search terms included
phishing, susceptibility, awareness, intervention, culture, lan-
guage, non-native speakers, organisation, and human factors.
Studies were included if they examined cultural, linguistic,
social, or organisational factors in phishing susceptibility or



Table 1: How review findings inform the proposed framework

Finding

Gap

Framework step

Social and linguis-
tic cues

Language and
script

Organisational en-
vironment

Weak
adaptation

cultural

Authority, politeness,
urgency, and obliga-
tion shape trust deci-
sions

Native language,
second-language use,
and scripts affect
phishing recognition
Hierarchy and blame
can reduce question-
ing and reporting
Interventions rarely
address or test cul-

Know the cultural
risk profile

Apply culturally
aware vigilance

Verify and report sus-
picious messages

Seek culturally rele-
vant awareness

tural differences

interventions, while purely technical detection studies with-
out a human-centred or cultural component were excluded. A
final set of 30 publications was analysed by extracting data on
study context, participant groups, cultural and linguistic fac-
tors, intervention types, methods, and limitations. Thematic
analysis was then used to code recurring concepts and group
them into two main outputs: susceptibility dimensions and
intervention categories [3].

3 Results and Framework Development

The review identified two connected findings: phishing sus-
ceptibility is shaped by cultural context (RQ1), and existing
interventions show limited cultural sensitivity (RQ2). These
findings informed the development of our culturally informed
individual phishing awareness framework.

3.1 Cultural Susceptibility and Intervention
Gaps

Four cultural susceptibility themes emerged. First, social and
linguistic cues, such as authority, politeness, urgency, obliga-
tion, and institutional trust, influence phishing susceptibility.
Attackers exploit these culturally familiar communication
patterns to increase legitimacy and compliance [4, 19].

Second, language and script affect phishing recognition.
Non-native English speakers may struggle to identify decep-
tive cues in English, while native-language phishing can ap-
pear more familiar and trustworthy [9, 18]. Detection systems
trained mainly on English or Latin-script data may also re-
main limited in non-Latin script contexts [15].

Third, organisational context shapes user response be-
haviour. Workplace hierarchy, time pressure, role expecta-
tions, and blame culture may discourage users from question-
ing or reporting suspicious requests [10, 12, 20].

Fourth, attackers increasingly use localised phishing
strategies, including local brands, familiar institutions, native-

language writing styles, and culturally recognised trust sig-
nals [7,15].

The review also identified three intervention categories:
technical solutions, such as warnings and URL inspection
tools; training and education, including simulations and
game-based learning; and organisational support mecha-
nisms, such as reporting pathways and escalation processes.
However, these interventions often insufficiently align with
the cultural factors shaping susceptibility. Technical tools
are largely evaluated in English-language contexts [14, 15];
training often treats culture as translation rather than a de-
sign consideration [2,5,7]; and organisational support rarely
addresses hierarchy, blame, or culturally shaped hesitation
to report [15,20]. These gaps show the need for an aware-
ness framework that connects cultural susceptibility factors
directly to intervention design.

3.2 Developing a Culturally Informed Aware-
ness Framework

Based on these findings, we propose a culturally informed in-
dividual phishing awareness framework that can also support
organisational-level interventions. The framework translates
susceptibility factors and intervention gaps into four practical
steps.

First, know the cultural risk profile responds to social
and linguistic cues by helping users recognise how authority,
politeness, obligation, institutional trust, and workplace hier-
archy shape phishing risk. Second, apply culturally aware
vigilance addresses language, script, and localised attacker
strategies by encouraging users to examine messages that rely
on native-language familiarity, local brands, urgency, or cul-
turally expected communication styles. Third, verify and re-
port suspicious messages responds to organisational barriers
by promoting trusted, safe, and non-punitive reporting chan-
nels. Fourth, seek culturally relevant awareness extends the
framework to organisational practice by encouraging training,
warning messages, reporting pathways, and awareness materi-
als that reflect local languages, scripts, institutions, hierarchy,
and communication norms.

4 Conclusion

This paper presents a systematic review of 30 studies on phish-
ing susceptibility from cross-cultural perspectives. The find-
ings show that culture shapes susceptibility through social and
linguistic cues, language and script, individual and organisa-
tional environment, and attacker adaptation, while existing in-
terventions rarely address or evaluate these dimensions across
cultures. We therefore propose an evidence-based, culturally
informed individual framework for phishing awareness that
begins with the user’s cultural context and supports protective
behaviours such as verification and reporting. Future work
should validate the framework across diverse cultural groups
and develop cross-cultural benchmarks for phishing defences.
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