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Abstract

Deceptive design patterns are widespread in digital services,
even though they are prohibited by EU regulations such as
the Digital Services Act. Users frequently interact with these
deceptive design patterns unconsciously, without realizing
that they are being manipulated. Since deceptive design pat-
terns constantly evolve and compete with current case law
and regulatory developments, recognizing, measuring, and
documenting them remains challenging. Our AIDA project
aims to raise users awareness of deceptive design patterns,
educate them on how to deal with such practices, and monitor
their occurrence across various contexts and over time. To
achieve this, we combine automated technical methods for
detection and documentation with a citizen science approach.
Citizen science, which trains and involves citizens in research,
is already being used successfully in many research areas. In
this poster, we present the project and report early insights
from a study with adolescents (n = 20) investigating moti-
vation and forms of participation in a tech-assisted citizen
science project.

1 Introduction

Deceptive design patterns manipulate users to make unin-
tended decisions, often by exploiting cognitive biases and
limiting their digital sovereignty. Users of digital services
encounter these patterns in various contexts, such as shop-
ping websites, cookie banners, social media platforms, and
games. [4,13] define deceptive design patterns as "user inter-
face design choices that benefit an online service by coercing,

Copyright is held by the author/owner. Permission to make digital or hard
copies of all or part of this work for personal or classroom use is granted
without fee.

USENIX Symposium on Usable Privacy and Security (SOUPS) 2024.
August 11-13, 2024, Philadelphia, PA, United States.

Helen Bader
Technical University of Darmstadt

Nina Gerber
Technical University of Darmstadt

steering, or deceiving users into making unintended and po-
tentially harmful decisions." Such manipulation undermines
users ability to interact autonomously with digital services and
curtails their digital sovereignty. These practices are particu-
larly concerning, as they frequently induce users to disclose
personal data, which jeopardizing their privacy [11,18].

Legislators have recognized the problem of deceptive de-
sign patterns and introduced legal measures to address it, such
as the Digital Services Act, which prohibits these practices
within the EU. However, these laws can only be effective if
deceptive design patterns are recognized and their prohibition
is enforced. Due to their constantly evolving and often subtle
nature, deceptive design patterns are difficult to identify for
both humans and automated systems. [5,6, 14].

Research has begun to explore how users can become more
aware of deceptive design patterns. Studies show that many
users have difficulty recognizing deceptive design patterns in
digital interfaces, but their ability to identify them improves
when they are informed about such practices or supported
by visual countermeasures, such as highlighting deceptive
elements and explaining their risks [3,15].

Other projects have explored the automatic detection of
deceptive design patterns. For example, prior work has pro-
posed crawlers, browser plug-ins, and CSS-based analyses to
identify deceptive design patterns on websites and in cookie
banners [7,12]. Other approaches have combined automatic
detection with user reporting and warning mechanisms [2].
Together, these projects have established technical detection
methods and reporting systems based on screenshots or de-
scriptions of deceptive design patterns. However, because
deceptive design patterns are highly diverse and continuously
evolving, no single intervention can fully address the problem
[1].

To tackle this challenge, our project combines technical
detection methods, visual countermeasures, and user educa-
tion within a citizen science approach. Citizen science enables
people without formal scientific training to actively contribute
to research and has already proven successful in fields such as
astronomy and environmental protection [10, 17]. Building



on these successes, we apply citizen science to privacy and se-
curity research to support the large-scale detection, reporting,
and monitoring of deceptive design patterns across different
online contexts and over time. Research Goal:

» Development of a support tool for the automatic identifi-
cation of deceptive design patterns.

* A holistic and evaluated citizen science education pro-
gram tailored to various target groups.

» Comprehensive documentation of deceptive design pat-
terns across contexts and over time, including trends and
legal developments.

* An expanded taxonomy that incorporates newly discov-
ered contexts and deceptive design patterns.

2 Study: Focus group with adolescents

In this ongoing exploratory study, we conducted focus groups
with adolescents (n = 20), aged 14—18, in Germany between
May and June 2026. Adolescents were selected because of
their vulnerability to deceptive design patterns [16] and their
potential to benefit from citizen science [8,9]. The adoles-
cents were recruited through contacts with a local digital me-
dia education center that had not previously addressed decep-
tive design patterns. The focus groups lasted approximately
90 minutes and ranged in size from six to seven participants.
Participants received €10 as compensation. The sessions in-
cluded a short demographic questionnaire and an introduction
to the topics of deceptive design patterns and citizen science.
We explore motivations and barriers to participation in such a
project. The group work focused on designing a citizen sci-
ence project on deceptive design patterns that would appeal to
adolescents, as well as identifying participants requirements
for a supporting tool. Each focus group was audio recorded
with the participants consent and transcribed for qualitative
analysis. This study was approved by our Ethics Committee.
The responses collected to date were analyzed using reflexive
thematic analysis according to Braun and Clarke [19].

3 Preliminary Findings

3.1 Motivations

Above all, adolescents were primarily motivated to learn about
such practices and develop skills for later life. They find it
helpful to carry out these projects alongside people they know,
provided that participation is voluntary and not overly time
consuming. Furthermore, they are motivated by the prospect
of earning rewards or recognition, as P16 described it "When
a project like this uncovers something, and it ends up blowing
up in a really massive way", as well as by the activity having

a distinctly personal, offline character that allows for face-to-
face interaction.

The main barrier to participation would be a time-intensive
mandatory project, especially if its tasks were unknown in ad-
vance. Furthermore, they would not participate in any project
unless they were confident that their data would be protected.
Additionally, it was important to them to be able to control
who participates, thereby ensuring that no unpleasant individ-
uals could join. Finally, participants wanted to ensure their
participation would not lead to negative reactions. Regarding
this, P15, for example, said “I think people probably wouldn’t
participate because they’re afraid of being laughed at.”

3.2 Project Ideas

In their project ideas, the participants focused primarily on
raising awareness of the issue through various channels, such
as TikTok videos, classroom presentations, and writing songs
on the topic to be performed by celebrities to reach a wider
audience. Others opted for a journalistic approach or sought
to generate greater awareness through open dialog and mutual
exchange. A final approach proposed engaging young people
in hobbies as a means of encouraging them to get away from
their smartphones. PO5 described it this way:“We want to
educate people about this, specifically how to completely
disconnect from their phones or the internet.

4 Discussion

The results suggest that adolescents prefer participatory ap-
proaches to learning about deceptive design patterns, includ-
ing peer collaboration, discussions, and creative awareness
activities. This complements previous citizen science research
emphasizing learning opportunities and skill development as
important motivations for youth participation [8, 9]. Partic-
ipants also emphasized the importance of voluntary partici-
pation, privacy protection, and a safe learning environment.
Future work should build on these findings by developing
and evaluating educational interventions on deceptive design
patterns, such as challenges on social media, and involving
adolescents in the creation of learning materials. This study
will be extended to include adults and older adults to exam-
ine age-related differences in educational needs and learning
preferences.
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