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Abstract 
This poster presents the results of a study on people’s percep-
tions of phishing email cues. The study, conducted in collab-
oration with Walmart’s information security research team, 
examined whether the presence of certain cues impacts hu-
man phishing email detection. Twenty-six unique cues across 
five cue types were tested with more than 50,000 Walmart 
employees; nearly 3,000 participants completed a follow-up 
survey. The simulated phishing campaign resulted in a 
16.81% report rate and a 7.22% click rate. Preliminary survey 
results suggest that there are no differences in clicking behav-
iors between cue types. 

1. Introduction 
Simulated phishing emails sent as a part of an organization’s 
embedded phishing awareness training program typically 
contain one or more cues that either compel the recipient to 
click on a fraudulent link or attachment or alert them that the 
email may be a phish [1]. Phishing awareness research has 
typically focused on why people fall for phishing emails [2] 
[3] or the efficacy of phishing training [4]. The phishing 
awareness research community has yet to fully evaluate 
whether some of these cues have a higher influence than oth-
ers on email recipients’ decision-making during phishing de-
terminations. Since cues vary in their location, size, premise, 
and frequency, current phishing awareness evaluation meth-
ods may be limited; this presumes that the difficulty of spot-
ting a phishing email is not influenced by the style and sever-
ity of the cue. The study reported here was designed to ad-
dress this limitation by examining people’s perceptions of 
phishing emails and whether the presence of certain cues in-
fluences their detection of phishing emails. We report a sub-
set of the results of the research question, what differences, if 
any, exist in people’s perceptions of phishing email cues 
when determining whether an email is a phish or not? This 

study will help us better understand which cues are most 
strongly associated with human perceptions and behaviors. 

2. Methodology and Study Design 
To collect operational data, the study was designed so that 
Walmart researchers could seamlessly integrate the phishing 
simulations into their existing phishing awareness training 
program. Using the comprehensive list of phishing cues from 
the NIST Phish Scale [5] [6], 26 controlled simulated phish-
ing emails about an Artificial Intelligence (AI) conference 
registration (each email having one cue) were sent to 
Walmart associates (employees) in place of their regularly 
scheduled monthly phishing training campaigns (see Appen-
dix for list of cues by cue type and example of the simulated 
phishing email). In August 2025, Walmart distributed the 
emails evenly across 57,785 associates, so that each cue email 
was sent to 2,222 or 2,223 associates (U.S.-based, selected 
randomly). 

One week after the phishing emails were sent, study partici-
pants were invited via email to take an anonymous post-ex-
ercise survey, aimed at analyzing their reactions to the phish-
ing email and their perceptions of phishing emails overall. 
Cues were represented in the survey both individually and by 
the five NIST Phish Scale cue types: common tactic, error, 
language and content, technical indicator, and visual presen-
tation indicator [7]. The survey remained open for three 
weeks, with reminder emails sent to study participants. Par-
ticipants were not required to respond to any questions in the 
survey. A subset of the survey findings is presented here (see 
Appendix for survey questions presented here). 

2.1 Data Collection 

Exercise Data. Study participants’ actions during the simu-
lated phishing exercises were categorized by: 

• Clickers – clicked on a link or attachment in the phishing 
email and did not report the email to Walmart. 

• Reporters – reported the email to Walmart and did not click 
on a link or attachment. 

• Clickers and Reporters – clicked on a link or attachment 
and also reported the email to Walmart. 

• No Action – neither clicked on a link or attachment nor re-
ported the email to Walmart. 
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Survey Data. The NIST-hosted Qualtrics survey included 
quantitative and qualitative questions. Participants were or-
ganized into three groups according to their exercise action 
(i.e., no action, reporters only, and clickers – which refers to 
both the clickers only group and the clickers and reporters 
group in the survey data). Respondent data where Qualtrics 
indicated the survey progress was 0% were excluded prior to 
analyses. 

2.2. Limitations 

Emails used for the study were not subject to Walmart’s se-
curity protections, and therefore, exercise results may not 
fully reflect participants’ phishing email behaviors. Addition-
ally, survey response rates may have been affected by 
Walmart’s security practice of blocking links in the survey 
invitation email; associates needed to retype or copy/paste the 
link text into a browser to access the survey. 

3. Results 
Of the 57,785 Walmart associates who were sent emails as 
part of the study, 70.96% took no action; 16.81% reported the 
email but did not click; 7.22% clicked but did not report the 
email; and 5.01% clicked and reported the email. The five cue 
types had similar percentages of clicked only, clicked and re-
ported, reported only, and no action taken (see Appendix Sec-
tion 9.4 Exercise Data). The five cue emails with the highest 
click rates (not including those that clicked and reported) 
were 'Poses as a friend, colleague, supervisor, authority fig-
ure’ (common tactic cue type; 8.24%); ‘Lack of signer de-
tails’ (language and content cue type; 8.01%); ‘Spelling er-
rors’ (errors cue type; 7.92%); ‘Domain spoofing in email ad-
dress’ (technical indicator cue type; 7.87%); and 
‘No/minimal branding/logos’ (visual presentation indicator 
cue type; 7.78%); and ‘No/minimal branding/logos’ (visual 
presentation indicator cue type; 7.78%). 

3.1 Survey Results 

A total of 2,535 associates completed the survey: 1,005 click-
ers; 993 reporters only; 537 no action (see Appendix Section 
9.5 Survey Data for detailed results of the survey questions 
presented in this section). Of those that responded to the ques-
tion about what they did next after seeing the phishing email 
(N=717 clickers, N=716 reporters only, and N=244 no ac-
tion), reporters only and clickers groups predominantly re-
sponded that they “reported the email” (83.10% of reporter 
respondents and 62.62% of clicker respondents). The no ac-
tion taken respondents for this question predominantly “ig-
nored it and continued [their] work” (59.43%). 

Participants were also asked whether they noticed anything 
unusual about the phishing email they received. Notably, 
across all cue emails, 90.00% of clickers responding to this 
question (N=710) indicated that they thought the email 

looked suspicious. All respondents who received the cue 
email ‘You’re special’ (N=26), ‘Generic greeting’ (N=24), 
and ‘URL hyperlinking’ (N=23) thought the email looked 
suspicious and yet clicked one of its links. 

Regarding phishing email detection behaviors more broadly, 
survey participants were asked about their likelihood of look-
ing for the individual cues when identifying a phishing email. 
It is notable that for each of the groups (clickers, reporters 
only, and no action), the percentage of respondents who indi-
cated that they were extremely likely to look for the ‘Poses 
as a friend, colleague, supervisor, authority figure’ cue was 
among the lowest percentage compared to the other cues in 
the common tactic cue type. However, when put in the con-
text of the exercise data, ‘Poses as a friend, colleague, super-
visor, authority figure’ had the highest click rate. Addition-
ally, respondents in all three groups indicated that they were 
extremely likely to look for the cues within the errors cue 
type, yet the 'Spelling errors' cue was in the top five emails 
clicked. 

4. Discussion 
The preliminary findings from this study suggest that the type 
of phishing email cue does not impact clicking behaviors. 
Additionally, those who fall for phishing emails and click the 
links within them may do so even if the email looks suspi-
cious. Lastly, there may be a disconnect between participant 
actions and the cues they typically look for when determining 
if an email is a phish or not. Careful consideration should be 
given to the content of simulated phishing emails and supple-
mental training materials, aligning the cues people look for 
and the cues that compel them to click in phishing emails, to 
have effective training in modern phishing awareness pro-
grams. Future publications will report on the full study find-
ings, including results of the remaining quantitative and qual-
itative survey data and the phishing exercise data. 

5. Ethical Considerations 
The study protocol was reviewed and approved by NIST’s 
Research Protections Office in accordance with NIST human 
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pant confidentiality by using an anonymous reference code 
for the research records and by redacting any identifiable in-
formation from the data prior to analysis.  
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9. Appendix 
 
9.1 Phishing Cues 

The 26 phishing cues tested in this study are based on the 
NIST Phish Scale cues, grouped into five types (see Table 1. 
List of Cues by Cue Type) [7]. 

Table 1. List of Cues by Cue Type 
Technical Indicator Cues  

Sender display name and email address 
Domain spoofing in email address 
Attachment type   
URL hyperlinking   
Domain Spoofing in links 

Visual Presentation Indicator Cues 
No/minimal branding/logos  
Logo imitation 
Out-of-date branding/logos 
Unprofessional looking design or formatting  
Security indications and icons  

Language and Content Cues 
Generic greeting 
Lack of personalization 
Lack of signer details 
Legal language/copyright info/disclaimers  
Distracting detail  
Requests for sensitive information  
Sense of urgency  
Threatening language  

Error Cues 
Spelling errors  
Grammar irregularities  
Inconsistency  

Common Tactics Cues 
Poses as a friend, colleague, supervisor, authority 
figure  
Humanitarian appeals  
Too good to be true offers  
You're special  
Limited time offer  

 
9.2 Sample Simulated Phishing Email 
Figure 1. Spelling Error Phishing Email Template shows the 
phishing email sent to study participants for the ‘Spelling er-
rors’ cue using the conference registration template. 

 

 
 

Figure 1. Spelling Error Phishing Email Template 
 
The text below is from the email image above: 
 

Dear [associate name] 
 
Thank you for registering to participate in CogNeatoCon AI 
Summit 2025!  Your registration has been processed.  In this 
email you will find important information about your confer-
ence registration.  
 
There is complementary parking onsite. 
 
Your registration ID is: 13454982345 
 
You can view yur receipt and update your registration status 
here: CogNeatoConAI.chkpt-ecommerce.com.  
 
If you need any other information for the conference, please 
visit our website at CogNeatoConAI.chkpt-ecommerce.com.  
 
If you have received this email in error, please click here: 
CogNeatoConAI.chkpt-ecommerce.com.  
 
Thank you,  
CogNeatoCon AI Summit 2025 
CogNeatoConAI.chkpt-ecommerce.com 

 
9.3 Phishing Survey Questions 

The survey included questions related to participants’ overall 
perceptions of phishing emails and their specific perceptions 
of the email they received in the study. This paper presents 
results from the following survey questions: 

Q2c: When you saw the email, what did you do next? (Select 
all that apply.) 

• Replied to the email 
• Ignored it and continued my work 
• Showed it to someone I know 
• Opened the sender’s website in a separate browser 

window 



• Forwarded it to my organization’s IT department or 
other trusted authority 

• Reported the email 
• I did something else [open ended] 

 
Q4: Did you notice anything unusual about the email? (Select 
one.) 

• No, I thought the email looked legitimate. 
• Neither suspicious nor legitimate. 
• Yes, I thought the email looked suspicious. 

 
Q7b: How likely or unlikely are you to look for the following 
when you are trying to decide if an email is a phish or not? 
[grid list of cues with Likert scale response options] 

• Extremely unlikely 
• Unlikely 
• Neither likely nor unlikely 
• Likely 
• Extremely likely 

 
9.4 Exercise Data Results 
Figure 2 and Table 2 depict overall participant actions by cue type. 

 
Figure 2. Participant Actions by Cue Type 

 
Table 2. Participant Actions by Cue Type 

Cue Type Clicked 
Only 

Clicked 
and 

Reported 

Reported 
Only 

No 
Action 

Visual 
presentation 
indicator 
(N=11,115) 

7.42% 5.26% 16.55% 70.77% 

Technical 
indicator 
(N=11,118) 

7.11% 4.95% 17.08% 70.86% 

Language 
and content 
(N=17,776) 

7.01% 4.85% 16.88% 71.26% 

Error 
(N=6,666) 

7.56% 5.22% 16.71% 70.51% 

Common tac-
tic 
(N=11,110) 

7.26% 4.95% 16.76% 71.03% 

N=total number of associates sent emails with cues in the corre-
sponding cue type 

9.5 Survey Data Results 

Figure 3 and Table 3 show the survey results for survey ques-
tion 2c, “When you saw the email, what did you do next?” 
Survey respondents who selected “I did something else” in 
response to this question (N=151 clickers, N=102 reporters 
only, and N=79 no action) were asked to elaborate in an open-
ended text box. Across the three groups, the most prevalent 
behaviors in these qualitative data were either deleting the 
email without investigating its authenticity or conducting a 
deeper investigation to determine whether it was legitimate 
or not (e.g., an internet search for the conference name). 

 
Figure 3. When you saw the email, what did you do 

next? 
 

Table 3. Survey results – actions after seeing phishing 
email 

Action Clickers Report-
ers Only 

No  
Action 

Replied to the email 
0.68% 

(6) 
0.11% 

(1) 
1.4% 
(4) 

Ignored it and contin-
ued my work 

18.42% 
(163) 

7.71% 
(68) 

52.35% 
(145) 

Showed it to someone I 
know 

2.5% 
(19) 

2.61% 
(23) 

3.25% 
(9) 

Opened the sender's 
website in a separate 
browser window 

3.16% 
(28) 

0.68% 
(6) 

1.81% 
(5) 



Forwarded it to my or-
ganization's IT depart-
ment or other trusted 
authority 

15.59% 
(138) 

13.49% 
(119) 

3.25% 
(9) 

Reported the email. 
50.73% 
(449) 

67.46% 
(595) 

22.38% 
(62) 

I did something else. 
9.27% 
(82) 

7.94% 
(70) 

15.52% 
(43) 

Total Respondents (N) 717 716 244 
 
Table 4 shows the clickers group survey data results for sur-
vey question 4, “Did you notice anything unusual about the 
email?”. The list of cues here is limited to those with the high-
est “Yes, I thought the email looked suspicious” percentages 
(those greater than 95%). 

Table 4. Clickers group survey data results – perceived  
suspicion 

Cue 
“Yes, I thought 
the email looked 

suspicious” 

You’re special (N=26) 100.00% 

Generic greeting (N=24) 100.00% 

URL hyperlinking (N=23) 100.00% 

Spelling errors (N=30) 96.67% 

Sender display name and email 
address (N=30) 

96.67% 

Requests for sensitive information 
(N=23) 

95.65% 

Distracting detail (N=21) 95.24% 

N=total number of Clickers Respondents 

Figure 4 and Table 5 show the survey data for survey question 
7b, “How likely or unlikely are you to look for the following 
when you are trying to decide if an email is a phish or not?” 
for the Spelling errors and Poses as a friend, colleague, su-
pervisor, authority figure cue types. 

Figure 4. Likelihood of looking for cues when identifying 
phishing email 

 
Table 5. Survey data results – likelihood of looking for 

cue when identifying phishing email 
Cue Response Clickers Report-

ers 
No  

Action 
Sp

el
lin

g 
er

ro
rs

 
Extremely un-
likely 

3.32% 
(23) 

1.94% 
(15) 

7.28% 
(23) 

Unlikely 3.75% 
(26) 

3.63% 
(28) 

5.7% 
(18) 

Neither likely 
nor unlikely 

12.7% 
(88) 

9.59% 
(74) 

16.14% 
(51) 

Likely 26.41% 
(183) 

26.68% 
(206) 

24.37% 
(77) 

Extremely 
likely 

53.82% 
(373) 

58.16% 
(449) 

46.52% 
(147) 

Total Re-
spondents (N) 693 772 316 
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Extremely un-
likely 

6.97% 
(48) 

4.% 
(37) 

7.64% 
(24) 

Unlikely 13.93% 
(96) 

14.62% 
(113) 

11.46% 
(36) 

Neither likely 
nor unlikely 

26.85% 
(185) 

20.57% 
(159) 

24.84% 
(78) 

Likely 25.4% 
(175) 

26% 
(201) 

27.39% 
(86) 

Extremely 
likely 

26.85% 
(185) 

34.02% 
(263) 

28.66% 
(90) 

Total Re-
spondents (N) 689 773 314 

 


