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1 Introduction

Online fraud is increasing across many countries [1,5]. Never-
theless, many fraud victims neither report their victimization
to law enforcement agencies nor seek help from support orga-
nizations [4]. Connecting fraud victims with law enforcement
and support services is important for public safety, through
the identification of fraudsters, and individual recovery.

Prior work on online fraud victimization has identified
barriers to reporting and help-seeking that extend beyond
individual emotional factors (e.g., shame, self-blame, and
stigma) to include concerns about the poor usability of report-
ing and support systems and the lack of victim-centered sup-
port [2–4, 9, 10]. However, empirical and systematic analyses
of the gap between the existing systems and the recommenda-
tions proposed by prior work are limited.

To address this gap, we systematically collect and evalu-
ate the online “official guides” related to fraud reporting and
victim support provided by government and law enforcement
agencies as well as the “contact channels” available for vic-
tims to report or seek help via email, phone, online forms,
and other means. As an initial step, we focus on Japanese
government and law enforcement agencies, which have been
characterized by fragmented administrative structures [8] and
delayed digitalization [12]. Specifically, we address the fol-
lowing research questions: (RQ1) What are the functional
scopes of the contact channels listed in the official guides?,
(RQ2) What are the roles and services provided by the of-
ficial guides themselves?, and (RQ3) How do these guides
communicate with users?
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2 Methodology

We systematically collected and analyzed the official guides
provided by national and metropolitan (specifically, Tokyo)
government agencies.
Data Collection Following the agency-based approach [11]
for systematically identifying cybersecurity guidance pub-
lished by government, we collected official guides. First, we
accessed the websites of national and Tokyo metropolitan
government agencies using official agency lists [6,7]. Second,
for each website, we conducted site searches using the query:
“fraud [consult | report | support]”1 to identify guides offered
by each agency, removing any duplicates. Third, starting from
the identified guides, we followed menus, sitemaps, and cross-
references to discover additional guides. Fourth, to comple-
ment the agency-based search, we ran Google searches with
the same query terms restricted to “go.jp” and “tokyo.lg.jp”
(up to ten pages), yielding no additional guides. Finally, we
manually reviewed each guide to identify the contact channels
listed for consultation, reporting, and victim support. In total,
we identified 31 official guides and 55 contact channels.
Data Analysis We iteratively developed a codebook to ana-
lyze the collected data. The initial codebook included deduc-
tive codes based on recommendations for government and law
enforcement agencies, as proposed in recent representative
studies on the experiences of online fraud victims [2–4,9,10].
Specifically, the codebook comprised 12 code categories,
such as the functional scope of contact channels and coor-
dination with other organizations (RQ1); roles and services
provided by the guides (RQ2); and instructions on actions to
take, strategies to encourage reporting and help-seeking, and
victim-centered considerations (RQ3). Two authors indepen-
dently updated the codebook based on a random subset of the
data and integrated their revisions through multiple rounds
of discussion, achieving a final Krippendorff’s α above 0.80
across all categories after four iterations. The two authors
then independently coded the remaining data.
Ethics Considerations This study analyzes only public web

1The original Japanese query:“詐欺 [相談|報告|支援]”
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pages with no sensitive personal information. We identified
channel characteristics from these public sources, avoiding
any unnecessary burden on agencies from investigative false
reports. Therefore, this study protocol raised no ethical con-
cerns and was exempt from institutional review.

3 Key Findings

3.1 RQ1: Scope of Contact Channels
Overview The functional scopes of contact channel varied
widely, including victim reporting, third-party tip submis-
sion, consultation with specialists (law enforcement officers,
engineers, psychologists/public health nurses, and lawyers),
legal action support, financial recovery, and self-help group
referral. Multiple channels served overlapping functions; for
instance, 21 channels supported third-party tip submission.
While multiple channels may lower barriers to victim access,
they also risk causing confusion, as prior work has noted.
Documented coordination across agencies was present in 20
channels, including proxy reporting, sharing with relevant
government agencies and private sector organizations based
on fraud type, and referrals across support stages (e.g., to
lawyers or psychologists following fraud reporting).
Extended insights Prior work recommended centralized re-
porting and coordination across agencies to improve conve-
nience for victims and minimize their re-traumatization [4,
10]; however, even fragmented coordination remains lim-
ited in practice. Law enforcement agencies, typically vic-
tims’ first point of contact, tend to be endpoints rather than
hubs in information sharing. We recommend building law-
enforcement-centered coordination networks and a unified
reporting system, which would reduce the risk of impostor
support agencies and help raise low victim reporting rates
that remain a recognized challenge.

3.2 RQ2: Services and Roles of Guides
Overview In addition to providing the contact channels in
Section 3.1, the guides offered a range of services, includ-
ing distributable fraud awareness materials, foundational
fraud knowledge, updates on the latest fraud techniques,
and instructions on financial recovery processes. The Na-
tional Police Agency played a central role in fraud response,
with its cybercrime-related division providing a broad cy-
bercrime guide, and additional dedicated guides covering
fraud awareness and crime victim support. The Financial
Services Agency and two related agencies focused on legal
explanations and referrals for financial recovery, while other
ministries and agencies provided awareness guides targeting
impostor scams within their own areas of responsibility.
Extended insights Prior work has shown that regularly shar-
ing fraud techniques, particularly psychological manipula-
tion, effectively protects potential victims [9, 10]. However,

such information was fragmented across agency pages, in-
frequently updated, and limited in coverage. Future work
should focus on designing systems that effectively convey
factual fraud techniques from actual cases while safeguarding
victims’ personal information.

3.3 RQ3: Communication Styles of Guides

Overview Of the 26 guides linking to the next recommended
channel, only 14 included descriptions of the link. Broken
links and outdated information were also observed, suggest-
ing poor usability and maintenance. The benefits of victim
reporting were rarely explained, and where present, such ex-
planations lacked sufficient emphasis. While multilingual and
accessibility support was available in some guides, most of-
fered only English translation and font size adjustment. Two
guides addressed victim isolation by disclosing fraud statis-
tics and including encouraging messages such as “don’t suffer
alone.”
Extended insights Prior work has identified the lack of clear
procedural guidance as a barrier to victim reporting [4]; our
analysis reveals three specific problems. First, there was a
lack of comprehensive flow guides covering all necessary
steps across fraud types, the provision of which by law en-
forcement could considerably encourage victims to report.
Second, sophisticated fraud techniques have led to inconsis-
tent terminology, making it difficult for victims to accurately
identify the fraud type they experienced. To address this prob-
lem, systems leveraging large language models could help
guide victims from ambiguous input to the appropriate fraud
type. Third, descriptions of other agencies were often incom-
plete, outdated, or contained broken links, requiring closer
coordination and mechanisms to keep information current.

In terms of victim-centered considerations, only two guides
reflected prior work’s recommendations. This may partly re-
flect the lack of dedicated guides for fraud victims, who are
often directed to guides designed for general crime victims
despite facing distinct emotional barriers such as shame. Gov-
ernments and law enforcement would benefit from providing
dedicated guides that include fraud statistics and messages
highlighting the availability of support. Future work should
explore and evaluate approaches that address fraud victims’
distinct emotional barriers.

4 Conclusion and Further Work

This study systematically analyzed official Japanese online
fraud guides and contact channels, highlighting gaps between
prior work’s recommendations and current practice in coordi-
nation, usability, and victim-centered design. Further work
will expand to additional countries, aiming to identify country-
specific challenges, enable cross-country comparisons, and
recommend exemplary practices.
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