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Abstract

Researchers in Computer Security sometimes face ethically
unclear situations, in which there are multiple rights and re-
sponsibilities to consider which conflict with each other—
especially when disclosing vulnerabilities. Public opinion—
support or backlash—can be an important decision factor in
such moral decision-making. To find out whether the general
public and computer security researchers align in their assess-
ment of ethically unclear situations, we plan a survey with
general public and security researchers. The participants will
be asked to choose one option in moral dilemmas which could
arise in vulnerability disclosure.

1 Introduction

Ethical research is a core principle of conducting research and
security researchers aim to fulfill this aspiration. Sometimes,
there are situations where it is not clear what the ethically cor-
rect decision is or where researchers disagree on the ethical
decision. The general public might be one factor influencing
the decision-making of researchers. While one might argue
that “what others think” should not be relevant for ethical
decision-making, the opinion of the general public can have
valid influence [4, 8]. If there are tensions between ethical and
legal behavior or if researchers are not in agreement about the
ethically correct behavior, public opinion can be the deciding
factor or at least another important aspect of the decision-
making. For example, researchers (and the general public)
may consider some specific research as the right thing to do,
but this research is illegal or in gray areas of the law. The
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researchers have to consider potential legal consequences in
their decision about pursuing the research and the effects
on themselves, their future and similar research [12]. If pub-
lic opinion and public pressure support the researchers, and
even might lead to regulatory changes which would further
ease this specific research, the ethical decision-making of the
researchers could change. There are many examples where
researchers acting in good faith were threatened with legal
consequences [1].

The public opinion could also influence the ethical decision-
making in cases where researchers think that some research
is ethical, but the general public or even other researchers
assess it differently. Then, still conducting (and publishing)
this research could result in backlash within the research
community and by the public opinion. This could lead to
harm to the researchers themselves (by threats) or their time,
energy, and motivation to conduct further research, but could
also harm the trust and funding in further research or even the
(legal) regulation of it [6, 14].

Therefore, the public opinion and possible consequences
can play a role in the decision-making itself and it is impor-
tant to gain information on the assessment of the public and
researchers on ethically unclear situations.

With this study we want to answer the following research
questions:

1. RQ1: Does the general public, in the EU and US, as-
sess ethically ambiguous situations similarly to security
researchers? If any, what are the (cultural) differences?

2. RQ2: What are possible reasons for different assess-
ments?

The focus of this work will be on moral dilemmas regarding
vulnerability disclosures.

2 Background & Related Work

General Public and Public Opinion. While the general pub-
lic includes all people (of a society or a country), the term



public opinion describes the aggregated opinion (including
view, attitudes, and beliefs) of the public, regarding a spe-
cific topic [7]. Public opinion is often measured in polls or
surveys but it is more than that. Some include the process
of communication and interaction — formed and expressed
by people in conversations, papers, books, broadcast media,
or nowadays on social media — in the definition of public
opinion [7, 11]. What is expressed by people, the “written or
voiced public opinion”, generally differs from the “average or
aggregated public opinion”, as some people keep their opin-
ion to themselves whereas others are vocal about it. Public
opinion is for example important in the politics of democra-
cies, in commerce (what is “in”, modern, or healthy) or in
health decisions (what is safe, who is trustworthy) [5,22,27].
Sometimes, public opinion erupts in sudden critique of some-
one or something, increasing the pressure and media attention
onto a (perceived) problem or problematic behavior. This
can happen as justified, objective criticism, but in some cases
such backlash escalates into public shaming and denunciation
where the discussion is no longer based on rational arguments
but on personal insults or threats [29]. Justified backlash and
so-called online firestorms can both have a big influence and
lead to serious consequences or changes, where political fig-
ures resign, people are fired, or products or advertisements are
withdrawn. Researchers are not spared from getting feedback
through public opinion, sometimes even in the form of online
firestorms [25, 30].

Ethics in Computer Security Research. Multiple guide-
lines in security research advise researchers regarding ethical
research. The Menlo Report (2012) is a framework for ethi-
cal guidelines in computer and information security research,
released by the US Department of Homeland Security [3,19].
There are also the IEEE Code of Ethics and the ACM Code of
conduct [2, 17]. Even with guidelines it is not always trivial
to do the morally correct thing. For instance, the research
community discussed or discusses (in recent publications),
among others, if or how it is ethical to use Internet-wide scans
to study the Internet [9, 13], to study stolen or publicly avail-
able data [10, 28], or to train and use (blackbox) machine
learning models [16, 18]. The disclosure of vulnerabilities in
software or hardware is another topic with potential ethical
questions [26,31]. The rights and needs of different stakehold-
ers (e. g., users, vendors, researchers) need to be considered.
Disclosing a vulnerability (possibly) also allows adversaries
to exploit it but makes the vendors and users aware and there-
fore enables mitigation. To enable a smooth mitigation, there
is a process called “Responsible Vulnerability Disclosure”, in
which the vendor is privately notified about a vulnerability,
fixes it, and then the (now fixed) vulnerability can be made
public [15]. This ideal process is not always possible, for
example when the vendor is unresponsive or the software or
hardware with the vulnerability is used in many other systems,
where an update or exchange needs to happen.

Moral Dilemmas. A moral dilemma is typically a situ-

ation in which one agent has two courses for action, and
neither is ideal. Executing one option makes it impossible
to do the other, there is a conflict within the options and the
agent therefore needs to violate one value or duty to fulfill
the other [21,23]. While dilemmas can be constructed the-
oretically as a basis for discussion (hypothetical dilemmas),
dilemmas in real-life are often more complicated: they can
have more than two courses of action and not all consequences
might be foreseeable.

3 Methodology

We will present moral dilemmas regarding vulnerability dis-
closure to both the general public and security researchers to
find similarities and differences and ask for reasons for and
against the available options.

Survey and Scenario Generation. The scenarios created
by Kohno et. al [20] will be used as a starting point. As
these scenarios are targeted at security researchers and this
survey is also aimed at the general public, the scenarios will
be adapted, including simplification to an 8th grade reading
level and shortening. While no participant is forced to answer
any question in the survey, the scenarios are constructed such
that the actor(s) in the dilemma have to choose one option.
The scenarios will be clustered in scenario families, where a
base scenario is only slightly altered in their setting to create
scenario variants. The variations will focus on different ele-
ments targeting factors of moral intensity, namely the probable
magnitude of consequences, social consensus, and proxim-
ity [24]. The modification regarding the consequences can
be done in multiple ways (increased or decreased probabili-
ties; higher or lower harm; higher or lower affected parties or
groups) and mostly changes the objective pro-contra dynamic
of the scenario. It is more complicated to naturally incorpo-
rate modifications regarding social consensus or proximity in
this within-subject design and will take lower priority.

Free text fields will be used to ask the participants for
reasons or explanations of a decision. After constructing a
pilot survey, we will obtain approval of our institution’s ethical
review board and test the survey for comprehensibility and
length.

Afterwards, we will run the survey on both the general
public—across the EU and US—and security researchers. If
this poster is accepted, we would love to use it as an opportu-
nity to invite SOUPS participants to fill in our survey.

Data Analysis. After data cleaning and de-identification,
the data analysis will focus on two parts. The selected options
per scenario will be analyzed for similarities, differences, or
outliers between the groups (security researchers and general
public in US and EU). Afterwards, qualitative coding will
be applied on the free text answers to get insights into the
potential reasons for similar or different answers.
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4 Appendix

4.1 Example scenario

Vulnerability in a medical device.

Company A produced a lifesaving wireless implantable medi-

cal device. They produced too many devices before they were

needed. As a result, Company A went bankrupt and closed.
Doctors continued to implant the devices. There are no

similar devices which are produced by other companies.
Researchers found a problem, a vulnerability, within the

devices. This problem could allow cybercriminals to cause

harm to the patients. However, the chance that anyone would

exploit this problem is small, but not zero. Because Company

A does not exist anymore, the problem cannot be fixed by

them.

The choice for the researchers:

Do not tell anyone about the problem:

¢ Patients do not know that their device is vulnerable.
* Patients keep their device and have better health.

* New patients get the device implanted and have better
health.

Publish the findings:

* The patients, the public and therefore adversaries can
know about the problem.

* Patients can decide if they want to receive the device or
have it removed.

e It can harm the health of the patients if they do not
receive the device or have it removed.

* It can hurt patients or their relatives to know that there is
a vulnerable device in the body. Even when the chance is
very small, that anyone would use the problem to cause
harm.

Variations.

* Company A still exists but has abandoned this device
and ignores the notifications of the researchers

e Company A still exists and continues to develop the
device, but they cannot be contacted (all mails cannot be
delivered)
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It is likely that adversaries would exploit the problem to
harm or blackmail patients

It is likely that adversaries are already exploiting the
problem

The vulnerability allows to remotely read out the model’s
name and type of the device

The vulnerability allows to remotely read out personal
health data (measured data, name of patient or doctor)

The vulnerability allows to remotely shutdown the de-
vice
The vulnerability allows to remotely control the device

(change settings, trigger functions)

The participant or a persons close to them has the device
implanted
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