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Abstract

QR code phishing, or QRishing, is a neglected, yet very ef-
fective phishing threat. Individuals neither suspect QR codes
nor smartphone QR code scanners offer usable security in-
terventions against it. Business communication increasingly
turns to QR codes due to their convenience, though whether
employees are prepared to deal with this shift is hardly known.
We address this gap by conducting a realistic, hybrid QRish-
ing simulation campaign within a large business organization
in the US, employing both digital and physical QRishing
pretexts. Our preliminary results show a 12.4% QR code scan-
through rate for the digital pretext, and an encouragingly low
0.5% scan-through rate for the combined physical pretexts.

1 Introduction

Phishing through QR codes, or QRishing [12], is on the rise:
Microsoft reported a 146% increase in emails containing
phishing QR codes in the first quarter of 2026 [5], and Palo
Alto found that at least 15% of all web pages contains phishing
QR codes [7]. Current awareness interventions hardly prepare
individuals beyond emails [6], with public advisories (e.g.,
FTC [3]) being only vaguely informative. In the business
sector, preliminary evidence shows that QRishing through
emails reached a 30% scan-through rate [13]. Yet, QRishing
also happens in the physical word, not only through emails [9].

The goal of our research is to address precisely this gap.
We conducted a hybrid QRishing campaign within a large
company in the US employing four distinct pretexts (one digi-
tal and three physical), each associated with a “phishing” QR
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code (see Section 2.2). Once accessed, the URLs encoded
in the QR codes redirected employees to the same survey,
inviting them to a 10-minutes follow-up interview. In total, 51
employees completed the survey, and seven employees partic-
ipated in the follow-up interviews (more details in Section 3).

The results revealed that the scan-through rates of the email
pretext were lower than other QRishing evaluations, but on-
par with traditional email evaluations [10]. However, the scan-
through rates of the physical pretexts were reassuringly low,
largely thanks to word of mouth among employees, despite
the considerable foot traffic present on the company premises.

2 Methodology

2.1 Research Questions

The study addressed two exploratory research questions:
RQI. How prone are employees that scan QR codes in-
cluded in physical pretexts to scan-through to the landing
webpage encoded in a QR code?
RQ?2. How prone are employees that scan QR codes in-
cluded in digital pretexts to scan-through to the landing web-
page encoded in a QR code?

2.2 Attack Vectors and Infrastructure

To answer our research questions, we designed a realistic, hy-
brid QRishing campaign employing both physical and digital
pretexts: 1) an email, 2) a standalone QR code, 3) a phys-
ical flyer, and 4) a digital billboard. Each pretext included
a QR code encoding a URL with one of three URL decep-
tion techniques (described in [11]): Mangle for the email
URL, Random Characters for the standalone QR code and
the digital billboard, and Subdomain for the physical flyer.
Each of the hooks, be it the email sender name and address,
the corporate layouts, or the references to in-house associa-
tions, was obtained by one of the researchers through an Open
Source Intelligence investigation to simulate the knowledge
available to an attacker without insider help. Each URL was



under the control of the collaborating large business (here-
after, the company), which bought them specifically for the
hybrid QRishing campaign to avoid exposing their employees
to unnecessary risks. A table with the specific URLs is in
Appendix B, followed by images of how the pretexts looked
during the campaign in Appendix C.

2.3 Data Collection

The email pretext was disseminated by the company’s IT
department to 1529 employees. The standalone QR code,
physical flyer, and digital billboard were placed by a team
of two researchers on the premises of one of the company’s
buildings, to which they were granted access for the duration
of the campaign. As such, even if the pretexts were believable
attackers’ products (as mentioned in Section 2.2), no actual at-
tack took place, and the company was informed and approved
every aspect of the campaign. The email campaign was exe-
cuted at 11:37 AM on Tuesday, November 11, 2025, while
the remaining vectors were shown from 11:00 AM to 4:00
PM on both Tuesday, November 11, 2025, and Wednesday,
November 12, 2025. The dates were chosen to align with the
days of highest employee presence in the selected building,
with 582 and 467 employees, respectively, visiting.

3 Results

3.1 Quantitative Results

According to the metrics collected by the company, 52.2% of
the target employees actually opened and read the email, out
of which 54.5% reported the email as suspicious. A total of 45
employees scanned the QR, resulting in a 3% targeted scan-
through rate. Considering only those employees who opened
the email, the campaign resulted in a 5.6% scan-through rate.
Of those employees who didn’t report the email, the campaign
resulted in a 12.4% effective scan-through rate.

Only five employees scanned the physical flyer or the stan-
dalone QR code, though more may have abandoned the survey
at the start. Only one employee scanned the digital billboard.
Considering the number of employees who accessed the build-
ings on the campaign days, the physical component of the
campaign resulted in a 0.5% scan-through rate.

3.2 Interview Results

Seven of the 51 employees who scanned the QR code in
any capacity agreed to be interviewed, i.e., a 13.7% turnout
rate (see the interview script in Appendix A). Six of them
scanned it through the email, and one scanned the standalone
QR code. The qualitative interviews revealed four distinct
themes leading to scanning:

1) Campaign Sophistication. All the interviewees agreed
that this was the most sophisticated campaign to take

place at the company, especially because they based their
judgment on the email sender (which was “spoofed’) and
the corporate layout used.

i1) Authority Effect. For the email, the use of the CSO’s com-
pany email address increased the legitimacy of the email,
which was related to enabling two-factor authentication.

iii) Missing URL Inspection. All the interviewees did not in-
spect the URLs before visiting them, effectively making
it impossible for them to notice the “attacks”.

iv) Word of mouth, The employee that fell for the physical
pretext warned their colleagues that the company was
“out to suss [them]... as with those test emails they some-
times send”.

4 Discussion & Conclusion

The 12.4% scan-through rate reached in the email pretext is
considerably lower than the 53% scan-through rate reported
in Kowalewski et al. [4] for general individuals. Yet, if we
compare the scan-thought rate to the 16.22% click-through
rate of phishing emails [1], we can see that the difference is
considerably lower. This might indicate that, even if employ-
ees pay more attention at work, they are just as susceptible to
QRishing attacks as they are to phishing emails.

However, because awareness interventions heavily focus
on emails [6], it is possible that the increase in QRishing
attacks will see a corresponding increase of risk that is left un-
addressed. This lack of coverage is also surprising, given that
employees generally react positively to how to spot a phish
beyond just emails [8]. Another reason for our finding is that
the pretexts might have influenced the way the employees ap-
proached the email — from an email about 2FA setup (sent by
an authoritative figure), to a community group participation
within the organization (appealing to liking and beloning per
the updated Cialdini’s principles of influence [2]).

That our interviews highlighted the reliance on word of
mouth could also be a symptom of a need for support waiting
to be addressed. This reliance might also explain the consider-
ably lower scan-through rate for the physical pretexts, which
novelty might have increased the exchange among peers due
to not being “yet another phishing email.” Admittedly, another
reason for the physical pretexts’ lower scan-through rates
might simply be that employees are focused on their tasks,
ignoring QR codes around the office and common spaces.

As a future work we already extended the organization’s
phishing awareness training to cover QRishing as well, incor-
porating the extensive interviews’ feedback about the employ-
ees’ perceptions, reaction, and reasoning around the tested QR
codes. The next step is to evaluate the awareness intervention
we disseminated it among their employees by replicating the
hybrid QRishing campaign in a different location, new set of
employees, and QR code embeddings with both phishing and
legitimate URLs.
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Interview Questions

. How did you encounter the QR code we used as part of

the internal phishing test?

. Did you made any assessment before scanning the QR

code?

. Once you assessed the QR code and the communica-

tion (e.g., the email, the physical QR codes, the digital
billboard), how did you decide to proceed?

. Did you at any point scan the QR code (e.g., in the email,

on the physical QR codes, on the digital billboard) and
abandon tapping the link?

. Do you usually scan QR codes?

. When you scanned the QR code in our test phishing

campaign, did you inspect the domain URL in the dis-
played frame of the scanner (e.g., read the link name of
the website embedded in the QR code)?
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B URLs Used in the Hybrid QRishing Campaign

Pretext Obfuscation Techniques | URL

Email Mangle https://2ebra.net

Standalone QR Code | Random Characters https://host350.0rg

Physical Flyer Subdomain https://zebra.com.unidoz.info
Digital Board Random Characters https://host350.0rg

Table 1: URLs used in the study and the URL obfuscation techniques used. The URL obfuscation techniques are based on [11].

C Pretexts and Examples of their Placements

I Colleague,

il /4

aaaaaaaaaa

(c) Physical flyer pretext (d) Digital billboard pretext

Figure 1: Pretexts used in the hybrid QRishing campaign, and examples of their placements.
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