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1 Introduction

Online scams remain a persistent threat across a wide range
of digital communication environments [2]. Fraudulent job
offers, phishing emails, impersonation messages, and other
deceptive communications increasingly resemble legitimate
interactions, making them difficult to identify at a glance [3].
Although public awareness campaigns and security advice
have improved familiarity with common scam tactics, indi-
viduals continue to engage with suspicious messages at high
rates [1].

One possible explanation is that scam perception is shaped
not only by knowledge or vigilance, but also by motivation.
When a message aligns with something a person wants to be
true, they may interpret ambiguity in a favorable way, ignor-
ing warning signs. This pattern is consistent with motivated
reasoning, in which people selectively interpret information
in ways that support desired conclusions. The interaction be-
tween personal goals and visible warning signs may help
explain why even the most cautious individuals can some-
times engage with fraudulent communications.

Understanding the connection between goal-driven reason-
ing and susceptibility to scam communication can help create
new training materials to help users avoid falling for scams
better. We would like to help users avoid falling for the trap
of reasoning using only a biased subset of knowledge and
instead be more objective in their reasoning, regardless of any
desirable outcomes. The ultimate goal of this project is to
provide effective guidance on red flags and warning signs.

This paper examines how motivated reasoning shapes scam
perception by exploring how people evaluate and respond
to suspicious communications that align with their personal
goals or desires, with particular attention to the roles of di-
rectional goal strength and red flag salience. We conducted
semi-structured in-person virtual interview sessions through
Zoom and Google Meet with 12 participants to analyze how
they arrived at their judgments regarding the messages. We
address the following research questions.

RQ1: Does directional goal strength (how much a participant

wants a scenario to be real) influence their willingness
to engage with a potentially fraudulent message?

RQ2: Does red-flag salience moderate the effect of direc-
tional goal strength on participants’ engagement deci-
sions?

2 Methods

We conducted a within-subjects semi-structured interview
study approved by the CMU IRB (STUDY2026_00000142).
Eighteen adults were screened for eligibility; one was ex-
cluded prior to interviewing for failing to meet inclusion cri-
teria, and five transcripts were subsequently excluded due
to insufficient English proficiency or failure to satisfy resi-
dency requirements, yielding a final analytic sample of 12
participants. Eligible participants were adults aged 18 or older
residing in the United States who reported regular use of both
email and smartphone messaging applications. Participants
were recruited via physical flyers posted on the Carnegie Mel-
lon University campus and through online community forums,
including CMU Discord servers and LinkedIn, and received a
$10 Amazon gift card as compensation.

The study employed a 2 (Directional Goal Strength: Low vs.
High) × 2 (Red Flag Salience: Ambiguous vs. Clear) within-
subjects design, producing four experimental conditions. Each
participant evaluated six fictional but realistic email scenarios
presented in randomized order: four corresponding to each of
the experimental conditions and two benign fillers included to
reduce suspicion. All stimuli depicted job recruitment commu-
nications. Directional goal strength was manipulated through
scenario framing: high-goal stimuli described a role plausibly
desirable to the participant (e.g., a position at a well-known
technology company that would likely be desirable to job-
seeking young adults), while low-goal stimuli described a role
with no apparent personal relevance. Red flag salience was
manipulated through message content: clear-condition emails
contained overt fraud indicators such as spoofed sender do-
mains (e.g., google.career.com rather than google.com),
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whereas ambiguous-condition emails embedded more subtle
cues such as a mildly informal tone or minor sender incon-
sistencies. Sessions were conducted remotely via Zoom or
Google Meet and lasted approximately 30 minutes. Partic-
ipants were prompted to think aloud while evaluating each
message and to indicate whether they would engage with it.

Transcripts were analyzed using inductive qualitative cod-
ing; each interview was coded independently by at least two
researchers, with disagreements resolved through discussion
with a third. For quantitative analysis, we report frequency
counts and 2× 2 contingency tables, as the sample size pre-
cluded formal statistical inference.

3 Results

Of the 12 participants, seven identified as male and five as
female; seven were current CMU students and five were em-
ployed professionals, with ten reporting a confirmed STEM
background.

Qualitative coding of think-aloud responses identified nine
recurring themes across participant evaluations of the six
stimuli (Figure 1). The most prevalent theme was suspicion
about the overall job description, raised by 83% of partic-
ipants (10/12), followed by urgency cues (75%, 9/12) and
suspicious writing style (66%, 8/12). Several participants said
they would engage after verifying the sender; P5 stated they
would “search up this person first on LinkedIn” before reply-
ing. Notably, 58% of participants flagged the mode of com-
munication itself—particularly requests to contact recruiters
via WhatsApp—as an indicator of fraud.

Themes

Strategies Suspicion
Cues

Message
Format

Bus.
Strategy (4)

Verify
Sender (6)

Salary (6) Urgency (9) Link (6)
Task

Descr. (4)
Writing
Style (8)

Job
Descr. (10)

Mode of
Comm. (7)

Figure 1: Tree Diagram of qualitative themes, which are di-
vided into labels and categories. Each category has a number
determining the number of people who brought it up.

Each of the participants made remarks regarding these
qualitative themes. For example, P16 remarked that "normally
[recruiters] don’t mention WhatsApp" in the messages they
normally send to potential applicants, expressing suspicion
about the communication method. P5 said that they would
"search up...this person first on LinkedIn" before replying. P2
said that one of the emails looked fake because its "rates are
very low." P6 took issue with the benefits of one of the jobs,
calling it "too good to be true." P12 said that "they kind of
ask you to respond urgently" when discussing the red flags of
one of the emails telling users that many people are applying

for a given position. Participant P18 noticed that a link had
HTTP in the front and concluded that "website is not secure."
P2 remarked that in real life, "Microsoft doesn’t reach out to
people for a contract job", contrary to what an email stated.
P2 stated that one of the emails had "corporate jargon" to
make it seem more trustworthy.

Quantitative counts are shown in Table 1. Across 72 evalu-
ation opportunities, participants indicated willingness to en-
gage on 31 occasions. Contrary to the intuition that partici-
pants in high-directional-goal conditions will be more likely
to indicate that they would engage with a suspicious message
than those in low-directional-goal conditions, engagement
was higher in low directional goal strength conditions (21/36)
than in high (10/36). Engagement rates were comparable
across scam and genuine messages (20 vs. 11 engagements
respectively), with 9 of the 11 engagements with genuine
messages occurring in the low goal condition.

Engage = 0 Engage = 1

Dir. Goal Str. = Low 15 21
Dir. Goal Str. = High 26 10

Table 1: Engagement counts by directional goal strength (n =
72 trials).

4 Limitations and Future Work

Participants engaged more with messages in low-directional-
goal-strength conditions (21/36) than high (10/36). We sus-
pect this reflects our sample’s technical background: P12 felt
that a pay of 25-30 dollars for 2-3 hours of work is "too good
to be true." The small, CMU-heavy sample limits generaliz-
ability. Furthermore, due to the small sample size, we were
not able to perform a complete quantitative analysis. In ad-
dition, we never asked participants how much they wanted
the messages to be real; we just assumed that they wanted it
the way we designed it. As a result, we had to make assump-
tions such that participants would be more drawn towards jobs
with high salaries. Additionally, the high-goal stimuli featured
roles at prominent technology companies, which may have
been less personally relevant to participants without a STEM
background, potentially weakening the directional goal ma-
nipulation for those individuals.

In our follow-up study we will use a more representative
sample with at least 30 participants. We would also do a
logistic regression analysis that would better isolate the ef-
fects of directional goal strength and red flag salience. Future
protocols will use Qualtrics for participant screening (to fil-
ter non-US residents by IP address) and reorder think-aloud
prompts so participants report engagement decisions before
justifying them, reducing order effects. Future protocols will
use a screening to find out from the participants how much
they wanted the message to be real.
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Appendix

Interview Script

Section A: Intro, consent section (1-2 min)
Thank you so much for taking time to speak with us today. My name is [Name], and joining me today is [Note taker’s
Name], who will be taking some notes so I can focus on our conversation. We are both students at Carnegie Mellon
University.

I will now read out loud our consent form. If you agree to the consent form, please say “I agree.” If you don’t agree,
we will stop the interview.

Consent:
[Interviewer reads aloud:] “We are inviting you to take part in a research study conducted by Diya Krishnan, Yun-Chieh
Yang, and Zoie Sloneker at Carnegie Mellon University (STUDY2026_00000142). This brief (30 minute) interview
will help us learn more about how adults interact with online messages.

You have been asked to take part because you are an adult aged 18 or above who frequently uses email, and online
messaging apps. You can skip questions that you do not want to answer or stop at any time. Your participation is
entirely voluntary.

The interview will be audio and video recorded to allow us to accurately record your responses. You are welcome
to keep your camera off if you feel more comfortable that way. At the beginning of the recording, we will ask you
to confirm that you agree to be recorded. There may be a risk of a breach of confidentiality and although we cannot
completely remove the possibility, we have processes in place to prevent your information from being accessed by
anyone not involved in the project. The audio/video recordings will be destroyed promptly following transcription of
the interview and will never be shared with others or used beyond this project. We may share or use the text transcript
of your interview for future research or commercial purposes; however, we will take steps to remove any information
that may identify you before the transcript is shared. When we write-up our findings from the study, we will replace
your name with a number and will take care to change details that could indirectly identify you or others. We will need
to keep your email address so that we can send you compensation once the interview is completed.

If you have any questions, you are encouraged to ask them now. If you have questions later, please contact zs-
loneke@andrew.cmu.edu. If you have questions or concerns about your rights as a research participant, you can contact
the Carnegie Mellon IRB at (412) 268-4721, IRB-review@andrew.cmu.edu. You will be provided with a copy of this
informational script for your records. Do you consent?”

[Wait for consent. If they agree, tell them that we need to record their consent. Otherwise, we will end the interview]

You have consented. I will now begin recording and I have to confirm your agreement.

Are you in a quiet, private location so that we can avoid accidentally recording anyone else nearby?

Would it be OK if I start recording now?

[Begin Recording]

Do you consent?

“Do you have any questions before we begin our interview?”

Section B: Scam Experience, tech experience (2-3 min)
[Interviewer try to build rapport and understand the background of the participant]

Can you tell me a little about how you typically use email or messaging apps on a day-to-day basis?

Follow-up: How many e-mails or text messages do you receive in a day?

Follow-up: Do you feel like you stay on top of your messages, or do they pile up?

Do you receive more promotional emails, personal emails, or order updates?

Section C: Prior context and think aloud (5-6 min)
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[Interviewer explains how the next few questions will flow] “I will now show you a few images of fictional emails. Let
me know what you see and think about the message.”

For all questions below, if the participant believes the message to be a scam, ask them what they will do next (report
the message, ignore the message, verify the message, etc). If they neither label the email as spam or not spam, ask the
follow up question of “if they would follow through and respond to the message” in whatever way it requests. For each
question they label as spam, ask the follow up question “Is there a part of the message you want to believe is real?”.

[Interviewer reads aloud] “Please take a look at this email [shows email]. Assume you have a LinkedIn profile, and it
is marked as open to work.”

[Interviewer reads aloud] “Please take a look at this email. Assume you have accounts on platforms like LinkedIn
where you are marked as looking for a job”
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[Interviewer reads aloud] “Please take a look at this email [email]. Assume you have Linkedin profiles. Assume that
the senior HR coordinator of the company you work at is named John Smith.”

[Interviewer reads aloud] “Please take a look at this email. Assume you have a LinkedIn profile, and it is open for
work. Assume it says your name instead of [name].”

[Interviewer reads aloud] “Please take a look at this email. Assume you have accounts on platforms like LinkedIn
where you are marked as looking for a job.”

6



[Interviewer reads aloud] “Please take a look at this email. Assume you use Indeed.”

Section D: Review and Follow-up (2-3 min)
Here is where the interviewer can ask any follow up questions.

[Interviewer asks the following questions:]

• How confident are you in your ability to detect scams?

• Do you think that if you are stressed or anxious you might be more likely to act quickly without verifying
information?

• Can you think of a time when your energy level affected how you responded to a situation?

• What specific designs or features do you look for when deciding whether or not an email is a scam?
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I will now turn off the audio and video recording.

[turns off recording]

Section E: Debriefing and Wrap Up (1 min)
[Interviewer reads aloud:] “Thank you for participating in our study, ‘Understanding Interactions with Online Messages
(STUDY2026_00000142).’ Our research focuses on how people understand and interact with online messages. Specifi-
cally we are looking at how people use motivated reasoning to interact with messages that could be scams. Some of
the fictional messages we showed you were doctored versions of actual scam attempts. Just as a reminder, participation
is totally voluntary and it is fully within your rights to ask for anything you said or any data to be withdrawn. Let us
know now if you wish to withdraw anything you said, as we will be immediately de-identifying your responses.

Thank you for participating, do you have any questions or concerns? Please contact zsloneke@andrew.cmu.edu if you
have questions at a later date. If you have questions or concerns about your rights as a research participant, you can
contact the Carnegie Mellon IRB at (412) 268-4721, IRB-review@andrew.cmu.edu.

Once again, thank you. We will reach out within a week through email to send you your compensation.”
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