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Abstract
Privacy Support Tools (PSTs) help users control their digital
data, but face low adoption due to resignation and overwhelm.
While current regulations aim to enhance privacy control,
users still struggle to manage their privacy. To address this,
we explore how PSTs can be designed for long-term adoption
by applying the theoretical lens of psychological needs, as
their fulfillment motivates users to use a digital product. We
conducted in-depth interviews with 15 users and identified
Security, Autonomy, and Competence as key psychological
needs. From our results, we derive implications and recom-
mendations for the need-sensitive design of PSTs.

1 Introduction

Remaining control over their private data is one of the crucial
challenges in the digital age for users [1, 3, 20]. To facilitate
control over private data, EU legislation is currently consider-
ing a regulation that specifies requirements for consent man-
agement, e. g., Personal Information Management Systems,
which bundle information and management of data collection
consent into a single application [5, 9]. The research litera-
ture also presents promising approaches to help users manage
their privacy, particularly through so-called Personal Privacy
Assistants, in alignment with their individual interests [21]. In
our work, we refer to approaches from both research and legis-
lation and use the term Privacy Support Tools (PSTs) to refer
to tools that aid users in protecting their privacy by giving
users control over their digital data and obtaining awareness.
While these systems have great potential to make privacy
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management more accessible for lay users, users are currently
not supported enough by PSTs to remain and regain control
over their private data and PSTs currently miss their great
potential to empower users in their privacy sovereignty, as
users have difficulties adopting them [20]. Extensive research
has already been conducted on the technical implementation
of PSTs (e. g., [2, 16, 19]), as well as initial studies capturing
the user perspective (e. g., [6, 15, 21]). With our study, we
aim to take this a step further by exploring how PSTs should
be designed to foster long-term user adoption. To inform
the design of these PSTs, we use the motivational concept
of psychological needs as a theoretical lens. Psychological
needs drive human behavior [18] and answer why users are
using a digital product [11, 12]. Their fulfillment motivates
users to use a digital product, as research from the field of
Human-Computer Interaction shows [12].

Therefore, our objective is to understand the privacy-related
psychological needs of users and how to consider them in the
design of PSTs. We investigated psychological needs in our
in-depth interview study with 15 users to understand:
RQ1 Which psychological needs are relevant for PST users?
RQ2 How can these needs be addressed by PST features?

We identified Security, Autonomy, and Competence as es-
sential psychological needs for interacting with PSTs. The
following descriptions are based on Hassenzahl et al. [11].
Security describes feelings of, for example, following pleas-
ant routines. Autonomy refers to feelings of being in control
and acting independently. Among other things, feelings of
being capable address the need for Competence. Our main
contributions are: (1) We offer a new perspective on the de-
sign of PSTs through the lens of psychological needs. (2) Our
results provide a deeper understanding of relevant psycho-
logical needs that explain why a person is using a product.
(3) We contribute implications and recommendations for the
need-sensitive design of PSTs.
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2 Methodology

Fifteen participants were recruited from the personal network
and university mailing lists. Most participants were women,
between 26 and 30 years old, and university students or in
full-time employment. For compensation, participants from
our university could receive course credit. Our participants
reported moderate levels of technical affinity and high levels
of privacy concerns (captured with the ATI [7] and IUIPC-8
Scale [10, 17]). The interview study was conducted remotely
via Zoom [24] and consisted of a card-sorting task, followed
by an interview and a survey. The goal of the card-sorting
task was to understand which psychological needs are most
relevant to users when interacting with PSTs. We conducted
semi-structured interviews to explore the relevance of psy-
chological needs in specific scenarios, such as deleting and
sending personal data to third parties, and to identify design
implications. The focus was on generating design ideas rather
than evaluating the prototype scenarios (see Figure 1), as
this exemplary question shows: "Can you describe another
implementation option that meets [this need]?" After the in-
terview, participants could adjust their ranking from the ini-
tial card-sorting task if they felt it was necessary. The inter-
view data were analyzed using reflexive thematic analysis
informed by Braun and Clarke’s approach [4] and processed
with MAXQDA [22]. The following themes were identified:
(1) Relevance of psychological needs in the context of data
management and protection; (2) Interrelations of psycholog-
ical needs; Design options that take into account the need
for (3) Security, (4) Autonomy, (5) Competence, (6) Mean-
ing, (7) Relatedness, (8) Stimulation, (9) and Popularity; and
(10) Other. Our participants’ demographics could have in-
fluenced the perceived importance of specific psychological
needs. Therefore, in future investigations, we aim to recruit
representative samples for better transferability of the find-
ings.

All prerequisites for studies with human participants given
by our institution’s ethics commission were met: We informed
all participants about the study conditions and purpose before
they were asked to sign the informed consent sheet. They
could abort the study at any time without negative conse-
quences. All participants had the option to have their data
deleted at any time by contacting the primary investigator.
Participation was voluntary. They were not exposed to physi-
cal or psychological harm exceeding an everyday level. The
collected data were stored locally and only handled by mem-
bers of our research group. Questionnaire data were captured
via SoSci Survey [14], which is subject to strict EU data
regulation.

3 Key Results

The needs for Security, Autonomy, and Competence were rated
by participants as most relevant for PSTs, followed by Mean-

ing and Relatedness. The needs rated least relevant were Stim-
ulation and Popularity (see Figure 2). The thematic analysis
of the transcripts revealed several possible implementations
that address certain psychological needs. Our results show
that feelings of Security counteract perceiving privacy as over-
whelming. An overview of the data management can fulfill
the need for Security, while making settings individually can
address the need for Autonomy. According to our participants,
feelings of Autonomy drive informed privacy-decisions and
feelings of incompetence lead to disengagement. To feel com-
petent, users wished for a dashboard or feedback concerning
their successful protection of their digital data.

4 Discussion

We provide novel insights into the psychological needs rele-
vant to PST users, refining prior research by clarifying which
needs should be prioritized and how they should be addressed
in PST design. While existing studies have emphasized the im-
portance of Autonomy, Competence, and Security [13, 18, 23],
our findings add nuance by illustrating concrete ways in which
these needs can be supported through design: PSTs should
align with user expectations and communicate changes trans-
parently (Security), allow individual customization (Auton-
omy), and provide feedback mechanisms that enhance the
users’ sense of control and effectiveness (Competence). Un-
like prior research on interactive systems, which has often con-
sidered Stimulation and Relatedness as relevant [8,12,13,23],
our findings suggest that these may not play a significant role
in the context of PSTs. Some participants even described
these needs as contradictory to the fundamental purpose of a
PST, emphasizing privacy and individual control over social
interaction or novelty. Our work highlights the importance of
evaluating psychological needs in context rather than assum-
ing their universal applicability – as their fulfillment is highly
context-dependent [12,23] – and paves the way for the design
of need-sensitive PSTs that foster long-term user adoption.
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Appendix

A Prototype

Figure 1: This figure shows a screenshot of a low-fidelity pro-
totype of a PST that served as a basis in the interviews. Here,
the user uses the PST to share their bank details with their
health insurance company for personal data management.

B Results of the Card Sorting Task

Figure 2: This radar chart shows the determined Median
(Mdn) of the relevance ranking (1 = most relevant to 7 = least
relevant) of the respective psychological need and the Median
Absolute Deviation (MAD).
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