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Abstract
Journalism plays a key role in democracy and social move-
ments. Prior work has addressed the threats, practices, and
needs of professional journalists, but little has been done to
understand student journalists—a critical demographic to sup-
port as they are the next generation of professional journalists
and have historically been at the forefront of large social
movements. However, student journalists operate in a very
different social context than professionals due to their close
and complex relationship with university administration, fac-
ulty, and fellow students. Here, we conduct an exploratory
semi-structured interview study with 18 student journalists at
our university to better understand their security, privacy, and
safety threats, practices, and needs. We find the unique posi-
tions of student journalists as students create power dynamics
that produce threats to their security and privacy, differing
in nature and magnitude from professional journalists. In re-
sponse, students devise technical and journalistic strategies to
balance the safety and integrity of their reporting.

1 Introduction, Background, and Methods

Journalists are critical to social movements as reporters of
current events and amplifiers of protesters’ voices. Indeed,
freedom of the press is a core tenet of the US Constitution—
yet history shows journalists face arrest at protests [15].

Recently, college and university campuses were sites of
national news when students around the US set up pro-
Palestinian encampments, protests, and counter-protests [5],
reflecting global unrest over the Israel-Palestine conflict.
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While professional news publications reported on these cam-
pus protests, student publications were essential due to their
intimate access and understanding of each campus.

However, some student journalists were arrested, sus-
pended, or even expelled while working as reporters [1, 6].
These actions carry magnified consequences because the uni-
versity often functions as a total institution: acting as landlord,
employer, educator, and, for international students, the guar-
antor of their legal status. Student publications may also rely
on university resources like funding or cloud drives to sus-
tain operations. This power dynamic, combined with students’
identities as young, non-professional reporters, fundamentally
shifts how they navigate security, privacy, and safety threats.

While there has been excellent work on the security and
privacy of professional journalists [3, 4, 7–9, 11–14, 16], we
do not yet have an understanding of how student journalists
experience security, privacy, and safety in the context of their
roles as students, particularly when reporting may be adver-
sarial to their university. Here, we ask the following research
questions:

• What security, privacy, and safety threats do student jour-
nalists face in the context of their dual role as students
and journalists?

• How do student journalists respond to these threats?

• What specifically about being a student amplifies or
alleviates these threats?

Methods We conducted an IRB-approved semi-structured
interview study with 18 student journalists at our university, a
US university that experienced protests in 2023-2025. Over
approximately six months, we interviewed 18 student journal-
ists. After transcribing all interviews, we used reflexive the-
matic analysis [2] to qualitatively analyze our semi-structured
interview data.Throughout our study, we deeply considered
ethics and participant and researcher safety and comfort, tak-
ing care with sensitive details and records kept.
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2 Findings

We find student journalists perceive privacy threats to their
source material, both from the university and other students;
they also largely tolerate online hate and harassment, because
journalistic ideals necessitate a relationship with the pub-
lic. When reporting on protests, student journalists also face
threats to their physical and ontological security from law
enforcement or the university, as they may be arrested, sus-
pended, or expelled if confused for protesters. The nature and
magnitude of these risks are shaped by the power dynamics
surrounding student journalists—including faculty, peers, pro-
fessional news organizations and, mostly saliently, university
administration. P16 mused that “the university could crack
down on us.... And if they wanted to sanction us, they certainly
have the power to do so” (P16). Although participants said
there was no evidence of university censorship or access-
ing confidential data, the fear of such abuse drove student
journalists’ threat models and privacy strategies.

Threats to data privacy from other students and the
university From other students, data privacy threats are
ephemeral—keeping news proprietary before it breaks. From
the university, journalists fear censorship and compromise of
raw material, though no participants experienced either.

Student journalists manage data privacy from other students
through access control and physical privacy, and from the
university through the use of non-university email and cloud
accounts. P3’s publication had “a lot of our footage living on
our [university’s] Google Drives,” but “decided after that one
really, really big protest...it would probably be good to move
our footage [to a non-university drive] and also to share it
with a smaller group of people” (P3). At another’s publication,
an editor strictly “didn’t want anything we were writing as
[publication] to be on any [university] drive” (P16). However,
they are tightly constrained by funding: P9 noted that their
publication is “struggling with finances right now to pay for
the [publication] email addresses” (P9).

Protecting student journalists from hate and harassment
Journalists reporting on political topics and editors working
with external authors of opinion editorials (op-eds) face ha-
rassment in the form of hateful messages, doxing, and threats—
not unlike professional journalists [10], but without institu-
tional support.

Publications balanced journalistic integrity and ideals (like
authorship transparency and being an open forum) with stu-
dent emotional and physical safety. At some publications,
“we obviously don’t touch our comments” (P12) on Instagram.
Other publications use a reactive model, “monitor[ing] the
comments, so if there’s something not acceptable, we take
it down” (P11)—while P9 said their managing board proac-
tively reviews all comments, approving them “except if it’s
offensive, like targeted towards a staff writer or towards a

specific community” (P9). And P4’s publication sometimes
turns off comments entirely: “there was a time when the com-
ments were really increasing...so...we started filtering com-
ments...but I think now...you can’t see the comments. They’ve
been blocked” (P4).

To mitigate targeted harassment, publications occasionally
reordered bylines so senior staff absorbed the backlash. P3
described that, after a writer received overwhelming backlash,
editors “put their names...in the byline first, so that people
would stop emailing [the writer] and instead would email
them” (P3). Many publications do have a strict policy against
removing bylines, for journalistic integrity: “[publication]
will never remove a writer’s name from a piece... ethically,
why would you believe this article that’s making these huge
claims written by, you don’t know who, right? I think a big
part of that is being able to attach the work to a name” (P7).

Threats to physical security extend to arrest, suspension,
and expulsion. Student journalists reporting at protests
were arrested or detained by local police, even after disclosing
their status as press. P6 described the police as their “main
concern,” sharing that “I almost did get into an altercation
with the police; they threatened to arrest me and I just ran
away” (P6). P9 described a time when police confined student
reporters in a campus building: “a lot of the student journal-
ists... were locked inside [the building] and they were not let
out by the police because they didn’t want everyone to re-
port...that was scary.” (P9) Conflict also occurred when jour-
nalists were denied legitimacy due to being students: a guard
refused P18 entry to a press zone after checking their student
ID, insisting, “you’re an undergrad, you can’t be press” (P18).

Looking forward, as usable security researchers Partici-
pants expressed a firm commitment to the ideals of journalism:
for P3, the goal is “to make things better for people...I became
a journalist to speak truth to power...that’s the point, right?”
(P3). However, these ideals are in tension with privacy, safety,
and security, in part due to how technology fails to support
student journalists. The usable security research community
has the responsibility to work towards technologies that do
support them. Technologies alone cannot rebuild a lasting
relationship of trust and respect with institutions, but our goal
as technologists should be to empower student journalists
in developing strong and trusted security, privacy, and safety
standards, reducing vulnerabilities caused by power dynamics
with surrounding establishments—by connecting with them
directly as we are on their campus with them, creating mech-
anisms of institutional support, and building sustainable and
low-cost or free technologies that support their independence.
This independence, however, must be accompanied by institu-
tional policy that ensures the legitimacy of student journalists
as mature members of the press, safeguarding their physical
and digital privacy and safety, while recognizing the duality
of their role as press and students.

2



Acknowledgments

We gratefully acknowledge the support provided by The Al-
fred P. Sloan Foundation and Barnard College and the Office
of the Provost through Barnard College’s Summer Research
Institute. We would also like to give special thanks to the
student journalists who participated in our study.

References

[1] Darmouth Editorial Board. Verbum ultimum: Drop the
charges against charlotte hampton ’29 and alesandra
gonzales ’27, May 2024.

[2] Virginia Braun and Victoria Clarke. Using thematic anal-
ysis in psychology. Qualitative research in psychology,
3(2), 2006.

[3] Masashi Crete-Nishihata, Joshua Oliver, Christopher
Parsons, Dawn Walker, Lokman Tsui, and Ronald Deib-
ert. The information security cultures of journalism.
Digital Journalism, 8(8):1068–1091, 2020.

[4] Philip Di Salvo. “we have to act like our devices are
already infected”: Investigative journalists and internet
surveillance. In Journalism and Safety, pages 43–60.
Routledge, 2024.

[5] Nadine El-Bawab. How pro-Palestinian protests un-
folded on college campuses across the US: A timeline,
May 2024.

[6] Bill Grueskin. Prosecutors Drop Case Against Stanford
Student Journalist, March 2025.

[7] Catherine Han, Anne Li, Deepak Kumar, and Zakir Du-
rumeric. Pressprotect: Helping journalists navigate so-
cial media in the face of online harassment. Proc. ACM
Hum.-Comput. Interact., 8(CSCW2), November 2024.

[8] Jennifer R Henrichsen. Breaking through the ambiva-
lence: Journalistic responses to information security
technologies. Digital Journalism, 8(3):328–346, 2020.

[9] Jennifer R Henrichsen, Valérie Bélair-Gagnon, and Gre-
gory P Perreault. The role of professional norms and
ethics in security mental models: The case of journalism.
Journalism Practice, pages 1–18, 2025.

[10] Jennifer R Henrichsen and Martin Shelton. Expand-
ing the analytical boundaries of mob censorship: How
technology and infrastructure enable novel threats to
journalists and strategies for mitigation. Digital Jour-
nalism, 11(10):1848–1867, 2023.

[11] Susan E McGregor. Digital security and source protec-
tion for journalists. 2014.

[12] Susan E McGregor, Polina Charters, Tobin Holliday, and
Franziska Roesner. Investigating the computer security
practices and needs of journalists. In 24th USENIX
Security Symposium (USENIX Security 15), pages 399–
414, 2015.

[13] Susan E McGregor, Elizabeth Anne Watkins,
Mahdi Nasrullah Al-Ameen, Kelly Caine, and Franziska
Roesner. When the weakest link is strong: Secure
collaboration in the case of the panama papers. In 26th
USENIX Security Symposium (USENIX Security 17),
pages 505–522, 2017.

[14] Ruona Meyer. “wearing a bullet-proof vest”: Social
media use in journalism production within african–
intercontinental investigative networks. African Jour-
nalism Studies, 40(3):89–106, 2019.

[15] Frank Smyth et al. Safety of journalists covering
protests: preserving freedom of the press during times
of turmoil. 2020.

[16] Marína Urbániková, Ilmari Hiltunen, and Signe Ivask.
Navigating safety in “safe” countries: A cross-country
analysis of investigative journalists’ safety and security
practices. Journalism Practice, pages 1–19, 2025.

3


	Introduction, Background, and Methods
	Findings

