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Abstract
This research explores how modern email clients handle secu-
rity and technical issues associated with S/MIME encrypted
and signed emails. By testing 13 widely used clients across
multiple platforms, it examines how well they detect com-
mon issues - such as expired or revoked certificates and mis-
matched sender identities - and how clearly these problems
are communicated to users. The results show noticeable differ-
ences in detection accuracy: while some clients consistently
performed well, others - particularly Android-only apps and
mobile versions - proved less reliable. Warning clarity also
varied, with some clients providing misleading information.
Overall, the findings show that even though S/MIME has been
available for many years, many email clients still struggle to
properly handle and communicate related security issues.

1 Introduction

Secure communication via email remains a critical require-
ment in both personal and professional contexts. One widely
adopted standard supporting such security is the Secure Mul-
tipurpose Internet Mail Extension (S/MIME), which provides
mechanisms for encryption and digital signatures.

Although S/MIME is built on strong cryptographic princi-
ples, its practical effectiveness depends on how email clients
implement and enforce its features. Inconsistent or incom-
plete handling of certificate and signature issues can result in
unclear or missing security warnings for users.

A 2009 study examined how email clients handle mis-
matched email addresses in signed emails [5]. This research
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extends their work by investigating how email clients handle
various S/MIME-related issues, with a focus on detection and
communication of certificate, signature, and decryption prob-
lems. The main results show substantial variation between
clients: a small number consistently detect and clearly report
all tested issues (Figure 5), while many others fail to identify
certain problems or provide unclear or misleading warnings
(Figure 6). Mobile clients perform less reliably than desktop
clients, both in detection coverage and warning clarity.

A cross-platform set of widely used email clients was eval-
uated using various S/MIME test scenarios. Client behavior
was systematically recorded and compared.

2 Methodology

Based on S/MIME functionality and requirements, a set of test
scenarios was defined, that reflect realistic situations involving
technical and security issues. This includes (1) certificate
expiration, (2) certificate revocation, (3) invalid signatures, (4)
untrusted certificate authorities, (5) identity mismatches, and
(6) missing decryption keys. These scenarios were inspired by
an illustration of the life cycle of a signed message from [5].

A total of 13 email clients were chosen based on their
widespread use, availability, and support for S/MIME. Fig-
ure 3 lists the tested clients and versions. Initially based on
the clients listed in [9]. The testing was conducted across the
most popular desktop and mobile platforms: Windows, Linux,
macOS, Android, and iOS. [10]

Each test scenario was implemented either by using specific
certificates or by modifying the corresponding EML files. For
most scenarios, certificates provided by the Karlsruhe Institute
of Technology (KIT) were used. At the time of testing, these
certificates were issued via the GÉANT TCS service, with
Sectigo acting as the underlying certificate authority. [4] Self-
signed certificates generated via OpenSSL were used only for
cases requiring specific configurations [2]. This was the case
with the expired certificate scenario, where a certificate with
a one-day validity period was created. The revoked certificate
scenario was set up using a KIT certificate revoked through
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the Sectigo Certificate Manager to simulate real-world revoca-
tion. The invalid signature scenario was created by modifying
the email body in the EML file after signing to break the
hash match. The non-trusted Certificate Authority scenario
used a self-signed certificate issued by a Certificate Authority,
which was later not made known to the clients. The identity
mismatch scenario was implemented by altering the "From"
header in the EML file to differ from the certificate’s identity.
The missing decryption key scenario was set up by exclud-
ing the recipient’s private key from the client configuration.
Testing emails were imported into the email clients and their
responses to these scenarios - warnings and error messages -
were recorded for analysis.

3 Evaluation Framework

To ensure a consistent evaluation of email client behavior, a
set of categories was defined based on observed differences in
how clients presented and handled issue-related information
across the test scenarios:

Issue Detection: Whether the issue is detected and ac-
knowledged by the email client through any visual clue.

Warning Visibility: Whether the warning for a given issue
appears directly in the main email view or only after additional
user interaction.

Information Source: Whether warning information is
shown through the email client’s own interface or only
through a system-level window outside the client.

Color Usage: Whether risk-related colors such as red, or-
ange, or yellow are used to draw the user’s attention. [3]

Specificity of Information: Whether the client provides a
clear and detailed explanation of the issue or only a generic
message.

Misleading Information: Whether the information pro-
vided by the client about the issue is incorrect or misleading,
such as referring to a different problem than the one being
tested.

4 Results and Discussion

Only two of the tested clients detected all issues across all
supported platforms. The remaining clients either did not
detect some issues at all or showed different detection success
depending on their version or the platform on which they
were tested. Overall, none of the issues we tested could be
detected by all clients. (Figure 1)

Android clients performed worst overall. One client did not
detect any signature-related issues and only responded when
attempting decryption without a certificate, while another
performed slightly better by detecting invalid signatures and
providing some guidance regarding missing certificates.

Although the use of risk-related colors has been shown
to improve the effectiveness of warning message communi-
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Figure 1: Issue detection across use cases. Each bar represents
the number of clients that detected an issue in a specific use
case versus those that did not.

cation [1], only 54% of the tests featured direct use of such
colors (Figure 2). While some clients consistently applied
warning colors, many used them only in secondary windows,
which reduced their effectiveness in initially capturing the
user’s attention, or did not use warning colors at all in any of
the tested scenarios.

Figure 2: Summary of warning color usage and specificity of
information across all tests.

Regarding the specificity of information, in only 3% of the
tests was no specific information provided at all (Figure 2).

Despite their strong detection performance, Thunderbird
and SeaMonkey produced misleading warnings by labeling
expired or revoked certificates as “untrusted certificate author-
ity”. Investigation of their source code revealed that this is a
known issue dating back to at least 2008 and has not yet been
properly resolved. [6], [7], [8]

5 Conclusion

This work evaluated how well modern email clients handle se-
curity and technical issues in S/MIME-encrypted and signed
emails. Using different test cases across multiple clients and
platforms, it examined issue detection and clarity of user com-
munication. Results show substantial variation: some clients
reliably detected all issues, while others failed frequently, par-
ticularly on mobile clients. Warning quality also differed,
ranging from clear alerts to vague or misleading messages.
Overall, S/MIME handling remains inconsistent and needs
improvement. This work-in-progress presents a preliminary
analysis of S/MIME handling in email clients as part of a
larger project. Future work will include a user study on user
behavior when verifying signatures.
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A Appendix

A.1 Email Clients
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Figure 3: Email clients tested in the thesis

A.2 Issue Detection

Figure 4 summarizes the issue detection data collected for
each client. To improve readability, clients available across
multiple operating systems that showed no differences in issue
detection have been combined into a single row.

A.3 Proper Detection Example

Figure 5 shows how Thunderbird detects a mismatch between
the sender and the signer of the email and gives accurate
information to the user.
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Figure 4: Issue Detection

Figure 5: Thunderbird showing a warning when opening an email signed by someone other than the sender.

A.4 Failed Detection Example
Figure 6 shows how KMail fails to detect the same issue.
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Figure 6: KMail showing that the certificate and signature are valid despite the mismatch in email addresses.
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