Theory-Grounded Cybersecurity Escape Rooms for Secondary Education: Three
Student-Designed Prototypes

Luisa Jansen Lara Jaggi Noa Rohner Annika Wenzl
University of Bern University of Bern University of Bern PH Bern
Malte Elson
University of Bern
Abstract cybersecurity knowledge by emphasizing programming skills

As young people increasingly navigate complex digital envi-
ronments, schools face growing pressure to provide effective
cybersecurity education. However, cybersecurity education in
secondary school remains limited, leading to gaps in digital
literacy and confidence in dealing with online risks.

This paper presents three interactive, theory-grounded es-
cape room prototypes for secondary education (grades 7-9)
designed to support early cybersecurity learning. The designs
were developed in an interdisciplinary seminar and are in-
formed by problem-based learning and self-efficacy theory
to promote active engagement, collaboration, and confidence
in dealing with digital threats. The prototypes address com-
petencies regarding (1) digital identity and online behavior,
(2) cybergrooming prevention, and (3) detection of social en-
gineering attacks. All three escape rooms are embedded in a
shared narrative to increase engagement and continuity.

The prototypes aim to bridge the gap between motivational
game-based learning approaches and pedagogical grounding.
We propose plans for an evaluation study.

1 Introduction

Although young people are frequent users of the Internet, cy-
bersecurity education remains unevenly distributed: younger
students receive less exposure to cybersecurity content than
older peers [7, 10]. Yet even where training is accessible, it
does not prevent disproportionately high rates of cybercrime
victimization rates among younger users [2]. Traditional cur-
ricula add to the problem, leaving significant gaps in students’
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rather than holistic digital literacy [11]. As a result, young
people often show signs of "cyber resignation”, assuming
security breaches are inevitable [15]. Against these trends,
pupils require continuous, practical, and behavior-focused
learning programs embedded in school education, focusing
not only on technical instructions, but also on fostering their
self-efficacy [15, 16].

In recent years, escape rooms for cybersecurity education
have emerged as a promising tool for engaging student. Es-
cape rooms are interactive, game-based learning environments
in which participants collaboratively solve interconnected
puzzles and challenges under time constraints to achieve a
specific goal [22]. First empirical evaluations of escape rooms
in university contexts show their potential for engaging and
cooperative learning [22], effects on motivation [14], and indi-
cators for improvements in so-called 21st century skills [20].
In a meta-analysis, [13] report substantial learning gains of
escape rooms in education across age groups and contexts.
However, a key challenge lies in aligning game mechanics
with pedagogical goals [21]. Systematic reviews reinforce this
design imperative and emphasize the pedagogical potential
of escape rooms when integrated thoughtfully [14,22].

Research addressing escape rooms specifically in cyberse-
curity education remains limited. Existing implementations
are largely situated in higher education, but show improve-
ments in understanding of cybersecurity concepts for univer-
sity students [8, 19]. Secondary school students are underrep-
resented in this body of literature [3,20]. Nonetheless, other
game-based approaches have already demonstrated positive
outcomes in school settings [12].

Building on this, we developed three escape room proto-
types for early cybersecurity education within school curric-
ula. To improve the alignment between pedagogical goals and
contents, we use two established learning theories, problem-
based learning and self-efficacy theory:

In Problem-Based Learning (PBL), students actively
solve real problems by researching information, creating so-
lutions, and thinking about their results, instead of just memo-



rizing facts [6]. Next to declarative knowledge, this approach
also teaches important skills such as responsibility, teamwork,
and reflection [6].

Self-efficacy refers to an individual’s belief in their abil-
ity to successfully manage challenging or threatening situa-
tions [4]. It is an important, consistent predictor of intentions
and behaviors in cybersecurity [9]. Self-Efficacy Theory
identifies four sources of self-efficacy: mastery experience
(the strongest), vicarious experience, persuasion, and affec-
tive states [4]. Self-efficacy is a relevant variable in many
influential theories explaining behavior, e.g., Bandura’s own
Socio-Cognitive Theory [5], Rogers’ Protection Motivation
Theory [18], and Ajzen’s Theory of Planned Behavior [1].

2 Escape Room Prototypes

Development Process. In an interdisciplinary university sem-
inar, we developed three escape room prototypes for students
in grades 7 to 9 to improve key competencies in the digital
space. Psychology and pedagogy students developed content
based on the aforementioned learning theories. Throughout
the seminar, students interacted with cybersecurity domain
experts and practitioners with experience in building escape
rooms to achieve sound learning tools and accurate content.

Scope of Escape Rooms. The escape rooms focus on dif-
ferent relevant topics (i.e., cybergrooming, social engineering,
digital citizenship), but are connected by an overarching story
and setting: They follow the character Edwin, an alien, who
discovers the digital world and encounters various challenges.
Students support him in identifying risky situations and re-
sponding appropriately, thereby linking the contents of the
individual escape rooms. The escape rooms are designed for
students in grades 7 to 9 who are about 11 to 15 years old.
They work on the escape rooms in small groups within a class
period of approximately 45 to 60 minutes.

Escape Room I: Digital Identity. The first developed
escape room prototype aims to foster students’ competen-
cies in managing their digital identity. The overall objective
is to strengthen their ability to recognize risks and act re-
sponsibly in digital environments. The educational concept
comprises four interconnected puzzles based on the STEP
model (STOP, THINK, EMPATHIZE, PRIVACY) [17], fo-
cusing on recognizing risky situations, reflective decision-
making, perspective-taking, and the conscious handling of
privacy. Throughout the activities, students engage in tasks
such as classifying chat messages and making appropriate
decisions in digital interaction scenarios.

Escape Room II: Cybergrooming. The second prototype
addresses cybergrooming prevention and aims to enhance stu-
dents’ self-efficacy in recognizing and countering grooming
tactics. The objective is to equip students with the knowledge
and confidence to recognize grooming tactics and act deci-
sively in risky digital situations. The educational concept con-
sists of three interconnected puzzles grounded in self-efficacy

theory and protection motivation theory, progressing from
threat recognition to coping strategy selection and risk eval-
uation. A distinguishing feature is the emphasis on mastery
experiences: students solve puzzles independently and build
confidence in responding to manipulative online interactions.

Escape Room III: Social Engineering. The third proto-
type addresses social engineering prevention, focusing on
phishing via different attack vectors. The overall objective is
to inform about everyday phishing risks and train students
to recognize and resist manipulative messages in their dig-
ital lives. The educational concept comprises three puzzles
grounded in creating mastery experience in accordance with
self-efficacy theory. The puzzles cover three phishing variants:
social media phishing, SMiShing, and chain-phishing.

3 Discussion and Planned Evaluation

We present three prototypes of escape rooms for cybersecu-
rity education in grade 7 to 9. The prototypes are grounded
in established learning theories, bridging the gap between
promising first results of escape rooms and their lacking peda-
gogical conception. We hope to contribute to the development
of digital skills for the especially vulnerable and understu-
dided group of 11- to 15-year-olds.

However, we acknowledge several limitations: Most cen-
trally, we did not conduct any empirical evaluations on the
effectiveness or enjoyability of our concepts. Also, we under-
stand that escape rooms are usually one-off, short interven-
tions that cannot, on their own, bridge the existing skill gaps.
While we see value in a positive, fun-based introduction to
cybersecurity learning, escape rooms need to be embedded in
a curriculum that teaches the necessary competencies.

In the future, we plan to implement the escape rooms and
evaluate them over several stages: In the first stage, we will
have the escape rooms reviewed by experts in cybersecurity,
who will assess the technical accuracy and relevance of the
content, and by experts in pedagogy, who will evaluate the
instructional design and age-appropriateness. We will also
involve practicing teachers, whose feedback addresses curric-
ular fit and feasibility. This feedback will be gathered through
questionnaires and interviews, then synthesized to identify
improvements. In the second stage, we will conduct walk-
throughs with students from the target population to observe
how they engage with the rooms. These sessions will reveal
usability issues, puzzle difficulty, and engagement gaps that
experts might not anticipate. After each stage, we will un-
dertake iterative improvements, addressing identified issues
before moving on. Finally, upon their first implementations in
schools, we will use a pre-post design to measure the intended
gains in students’ knowledge, skills, and attitudes.

In conclusion, this paper proposes three theory-based
escape room prototypes for cybersecurity education in
secondary schools, designed to offer a positive, self-
efficacy—enhancing first encounter with the topic.
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