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Abstract
Practitioners often lack the awareness of attacks against
ML-based systems and the knowledge to protect against them.
We present (as work-in-progress) a video-based awareness
intervention to correct common misconceptions of ML practi-
tioners. Our intervention is designed in an multidisciplinary
collaboration and reviewed for clarity by ML practitioners.
The video follows a storytelling approach in which an adver-
sary attempts to break machine learning systems. We use a
production line as a visual metaphor for the ML life cycle
to showcase the different attack types. Before progressing to
evaluate the intervention with ML practitioners, we ask the
usable-security community for feedback.

1 Introduction

The security of machine learning (ML) is of critical im-
portance as ML has become a foundational technology in
various application domains, such as healthcare [11], men-
tal health [4], and autonomous vehicles [9]. Studies reveal
widespread uncertainty among practitioners about the at-
tack surface of ML systems, possible mitigations against
attacks, and the responsibility for securing intelligent sys-
tems [1, 2, 6, 7]. This circumstance may be based on the
fact that ML systems pose different security challenges than
traditional computer applications [3]. These differences led
to a new research discipline, Adversarial Machine Learning
(AML), but practitioners often lack the knowledge about these
attacks and the training to correctly assess the risks coming
with them [1, 2, 6, 7]. To bridge the knowledge gap and
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raise awareness among ML practitioners regarding adversar-
ial threats, we develop a video-based intervention targeting
attacks against machine learning systems. We deliberately
restrict our scope to security attacks rather than privacy to
avoid packing too much information into a short video. The
development is grounded in the Mossano framework for cre-
ating security awareness measures [8], which prescribes a
system sequence of design decisions. We outline these design
decisions related to key stages of the framework.

2 Preparation

Our awareness intervention targets machine-learning prac-
titioners, aiming to raise their interest and encourage them
to learn more about attacks on and mitigations for machine
learning systems. ML practitioners are a comparatively under-
studied group in security research, many of whom have
limited knowledge of model hardening and attack mitiga-
tion [1, 2, 6, 7]. The format of our intervention accommodates
their limited time availability and is presented as a short-video,
under 10 minutes in length. Videos can communicate complex
information while engaging multiple senses [10] combined
with online availability and scalability.

3 Attack Techniques

Practitioners frequently dismiss educational resources as im-
practical due to tight schedules and some mention that learn-
ing AML fundamentals would consume more time than they
can spare [7]. The selection of security attacks covered in
the video is driven by the interplay between practitioners’
time constraints and the severity of the attacks in broader
operational context.

Related work [1, 2, 6, 7] shows that AML awareness among
practitioners is low. Therefore, our intervention starts with the
basics and explains how attackers can subvert ML systems.
The ML life cycle is traditionally divided into two phases,
both being subject to attacks: (1) Training-time attacks target
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the model during the learning phase [12]. For instance, in
data-poisoning attacks the adversary either injects malicious
samples into the training dataset or modifies existing samples.
(2) Inference-time attacks, in turn, target a model that is al-
ready trained and deployed. As the latter attacks are more
practical, as no access to training data and process is neces-
sary, they form the primary focus of our intervention. Evasion
attacks or adversarial examples are a class in inference-time
attacks in which attackers craft adversarial inputs that cause
the model to misclassify the attack sample (see Figure 1 for
our presentation of an Evasion attack).

4 Mitigations

The intervention is also intended to provide the target group
with examples how to prevent the types of attacks addressed.
Possible mitigations for data poisoning attacks include verify-
ing training data and model provenance, maintaining check-
sums and continuously monitoring the training pipeline. For
evasion attacks, mitigations center on model robustness: train-
ing models on adversarial samples so they learn to recognize
adversarial patterns, retraining promptly as new evasion tech-
niques emerge, using ensemble learning to combine several
models into a joint prediction rather than relying on a single
model, as well as filtering and flagging suspicious incom-
ing interactions for human review or smoothing prediction
outputs to prevent sensitive information from being exposed
[2].

5 Misconceptions

Beyond gaps in technical knowledge revealed by related work,
ML practitioners have misconceptions about who is respon-
sible to mitigate AML threats and frequently deflect the re-
sponsibility to dedicated security teams [7]. Practitioners also
underestimate the feasibility of attacks. For instance, they
incorrectly assume that effective evasion requires backend ac-
cess [7] and they hold inaccurate beliefs about the prevalence
of AML threats and the reliability of existing defenses [5, 7].
The existence of real-world AML is sometimes doubted, with
practitioners questioning whether adversaries would gain any-
thing from exploitation [1, 5, 7]. Further, some practitioners
exclude AML considerations by arguing that they do not han-
dle sensitive data [2]. Others conflate AML-specific threats
with general cybersecurity concerns or consider them irrele-
vant to their work [1].

6 Design of the Measure

We design our video intervention by integrating several key
components including the attack techniques to cover, relevant
mitigation strategies, common misconceptions about both at-
tacks and defenses, keeping in mind the target audience’s

Figure 1: Example for an evasion attack. The adversary puts
a pattern on a batik shirt which leads to a misclassification.

existing knowledge, awareness levels, and practical time con-
straints.

To develop the video, we work iteratively across an in-
terdisciplinary research team spanning psychology, usable
security and AML. We used a storytelling approach for de-
signing the content of the intervention. Building on earlier
attack-scenario videos from our research group 1, we craft
a story 2 that begins by establishing artificial intelligence as
a pervasive technology. An adversary identifies and demon-
strates attacks on ML systems, succeeding against vulnerable
systems and fails against systems that are already successfully
implementing mitigation strategies. Visually, the video uses
a production-line metaphor for the ML life cycle, serving as
a recurring element that reinforces where attacks can occur.
By mapping the life cycle alongside its vulnerable points, this
metaphor also gives the audience a common language and
knowledge base to build on. We keep the language accessible,
favoring clarity over technical terms, so as to focus on essen-
tial concepts rather than expand the scope to additional attack
types.

We recognize that a video cannot replace formal training.
But it can build general awareness for AML-threats, spark
curiosity, and motivate practitioners to pursue more learning
or to discuss the topic with peers.

7 Conclusion and Future Work

While machine learning has become a core technology of our
society, ML practitioners are insufficiently aware of its vulner-
ability in adversarial environments. In this poster, we present
a security awareness intervention on the basis of a short video.
This video has been verified by ML practitioners for its clarity,
technical correctness, and narrative coherence. In the future
we want to evaluate the effectiveness of our video intervention
in the context of user study with ML practitioners.

1See https://www.youtube.com/watch?v=v6cq70RR_lc
2See our script here: https://osf.io/7f58g/overview?view_only=

287eb038c41d46b991b9f2e242725ed8
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