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Abstract

As part of an overall objective to improve communication and
education on Al safety, we develop and preliminarily validate
an Al Safety Literacy Scale to measure self-perceived compe-
tence (knowledge, attitudes, skills) regarding Al-related risks.
Based on research on Al security, risk, and trustworthiness,
we established the scope of Al safety literacy, conducted a
literature review and selected candidate items from existing
work on Al literacy. We then conducted a user survey and
validated the scale using exploratory and confirmatory factor
analysis on split sample data from 740 participants. The result
is a 3-factor Al Safety Literacy Scale consisting of Safe Al
Use Knowledge, Al Output Vigilance and Responsible Al
Use factors.

1 Introduction

As Al-based applications have become more widely used, in-
cidents involving them have also increased [19,22]. Although
improving Al security and trustworthiness is required to ad-
dress these issues, user education on Al-related risks is also
important [10, 14,22,28]. Understanding current Al safety-
related competencies, and how those competencies affect how
people interact with Al, is important for designing effective
communication and education on this topic. Having a way to
measure Al safety literacy would allow us to investigate what
factors influence it and how it relates to other variables such as
intention to behave safely in Al-related situations. However,
although a number of Al literacy scales exist, to the best of
our knowledge there is currently no scale specifically on Al

Copyright is held by the author/owner. Permission to make digital or hard
copies of all or part of this work for personal or classroom use is granted
without fee.

USENIX Symposium on Usable Privacy and Security (SOUPS) 2024.
August 11-13, 2024, Philadelphia, PA, United States.

Yukiko Sawaya
KDDI Research, Inc.

Yukihide Kohama
KDDI Research, Inc.

safety literacy. By Al safety literacy, we refer in particular
to self-perceived competencies [18] (knowledge, attitudes,
and skills) for recognizing and managing risks that people
can encounter in situations where Al is involved, rather than
technical aspects of Al security. To address this gap, our ob-
jective was to develop a scale for evaluating self-perceived
competence in Al safety.

2 Methodology

Selection of Candidate Items Our requirements for the
scale were that it should cover competencies in aspects of Al
safety that involve the perspective of what people are able to
exert some degree of control on, regardless of whether they
directly interact with the Al: inputs to the Al handling of
output from Al, and the decision to (or how to) use the Al
itself. We started by identifying the Al aspects to measure,
based on existing work in Al security, risk and trustworthiness
guidelines and frameworks [20]. Next, we conducted a search
on the literature on Al literacy to select items for the scale
(Appendix Table 2). Although there are no scales for Al safety
literacy, Al literacy scales often include aspects that can be
considered as part of Al safety (e.g. ethical considerations [,
4,13,27]). We identified papers that proposed Al literacy or
competency scales and listed all items (269 items). From the
list, we selected items that addressed safety-related aspects
identified in the previous step. We then adapted the item
descriptions to standardize the way Al was mentioned in
the description, since some of the items used different terms
for Al or to adapt it more clearly to general Al. At every
stage, the resulting items were verified independently by two
of the authors and the results discussed until an agreement
was reached. We verified that there were at least 3 items
representing each of the Al safety aspects of interest. The
final candidate pool contained 69 items.

Survey design We designed a user survey to validate the
items and create the scale. We prepared a questionnaire that



included the candidate Al Safety Literacy Scale items, with
a 5-point Likert response scale from Strongly disagree to
Strongly agree, with an option for “did not understand”. The
questionnaire also included questions on Al use, IT skills and
demographics, as well as attention check questions. Start and
end times were recorded. The user survey was conducted on-
line using a third-party survey company, among Japanese par-
ticipants. The items were translated using a back-translation
process. We used machine translation using two different
LLM models for the initial translation draft, back-translation
and result comparison [6]. The results were revised by one
of the authors, and then reviewed by another author indepen-
dently. Remaining issues were discussed and resolved. The
completed and translated questionnaire was then checked by
two non-experts, who identified words that were difficult to
understand, and the questionnaire was revised based on that
feedback.

Ethical Considerations The user survey was exempt from
ethical review according to the guidelines of our institution.
Nevertheless we considered ethical guidelines for designing
the survey. Participation was voluntary and we did not receive
any personally identifiable information.

3 Results

Data The survey was conducted at the end of March and
obtained 1,200 responses, excluding those who failed the
attention check questions. We checked the data for straight-
lining within the scale candidate items and for low response
times (duration of less than half of the median time). 156
low-quality cases were removed. The mean item missingness
(“did not understand” response) rate was 0.072. Since this
was not random missingness, imputation was not appropriate
and cases with missing values were removed, resulting in 740
cases for analysis. The sample had a mean age of 46.5 years
old (std = 13.3). Gender distribution was 45.8% female and
54.2% male respondents (Appendix Table 3).

For the analysis, we conducted exploratory (EFA) (N=372)
and confirmatory factor analysis (CFA) (N=368) following
guidelines included in [11], using a stratified random sample
split within age x gender groups. Before conducting the EFA
we checked item correlations (Spearman); all were under 0.8.
VIF values were under 10. The Bartlett’s test of sphericity
was significant (p <0.001), indicating sufficiently correlated
items. The overall Kaiser-Meyer-Olkin (KMO) measure was
0.984. Based on the scree plot (4 factors) and parallel analysis
(2 factor) results, we tested 2, 3 and 4-factor models. We used
maximum likelihood with a promax rotation. The primary
loading threshold was 0.4, with a cross-loading cutoff of 0.32
and a minimum gap of 0.2 between primary and secondary
loading [2]. For item removal, in addition to these thresholds
we also considered the content of the item and its missingness

Table 1: AI Safety Literacy Scale.

Item Description

Safe AI Use Knowledge (items adapted from [1,7, 13,24])

SAIUL I can explain the limitations of Al

SAIU2 I have knowledge of the risks Al processing poses.

SAIU3 I can describe risks that may arise when using Al.

SAIU4 I can explain why data security must be considered when using Al

SAIUS I can explain why data privacy must be considered when using Al

SAIU6 I can describe potential legal problems that may arise when using
AL

SAIU7 Iknow that the government introduced security and safety guide-
lines for Al

SAIU8 I can evaluate Al for their ethical risks and implications.

AI Output Vigilance (items adapted from [1,5,7])

AIOV1 Iknow that some information output by Al may include errors.

AIOV2 T understand Al can produce output that is factually inaccurate.

AIOV3 I understand Al can produce output that is out of context or inap-
propriate.

AIOV4 I can prevent an Al from influencing me in my everyday decisions.

Responsible AI Use (items adapted from [7, 13])

RAIUI I can follow the legal regulations regarding the use of Al

RAIU2 I am careful to follow the rules about copyrights and licenses of
content that Al produces.

RAIU3 Tam aware that the time spent on Al should be managed.

rate. The process resulted in 3-factor model (F1:8 items, F2:
4 items, F3: 3 items), with a cumulative variance explained
of 62.42% (Appendix Table 4). CFA was conducted using se-
mopy [12] with the model structure identified in the EFA. The
results indicated a generally acceptable fit, although RMSEA
was higher than 0.06 [11]: RMSEA = 0.064, SRMR = 0.041,
CFI =0.971, TLI = 0.965. The lowest Cronbach’s o0 among
the 3 factors was 0.831 [2]. The minimum standardized factor
loading was .716 [2] (Appendix Table 5).

Based on the competencies represented by the items in
the 3 factors and our definition of Al safety, we identified
dimensions related to safe use of Al (Safe AI Use Knowledge),
the need to validate the output of the AI (Al Output Vigilance)
and aspects to consider for using Al responsibly (Responsible
Al Use) (Table 1).

4 Conclusion and Future Work

We developed and preliminarily validated an Al Safety Liter-
acy Scale, consisting of the dimensions of Safe Al Use Knowl-
edge, Al Output Vigilance, and Responsible Al Use. The scale
is intended to support research on improving communication
and education on Al safety by measuring self-perceived com-
petence for recognizing and managing Al-related risks. There
are a number of limitations, including that the scale covers the
Al safety aspects and user perspective established in this study,
but it is not comprehensive; in particular, input safety was
not well represented. In addition, the scale has only been vali-
dated in a Japanese sample. Future work will address these
limitations and also examine the extent to which the scale
correlates with actual Al safety knowledge and behavior.
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B Participant Compensation

In addition to the compensation set by the survey company,
all respondents were paid an additional 100 yen (~0.65 USD)
due to the length of the questionnaire.

C Literature Related to Scale Development

Table 2: Literature reviewed for definition and scale develop-
ment.

Purpose

Al literacy scales and measure-
ment instruments

Literature reviews of Al literacy
Al security, risk and trustworthi-
ness frameworks

References
[1,4,5,7,13,15,24,27]

[3,8,16,17,21,25,29]
[9,20,22,23,26]

D Participant Demographics

Table 3: Sample demographics (N=740).

Age Gender

18-19 0.7%  Female 45.8%

20s 159% Male 54.2%

30s 16.5%  Education

40s 21.9% Middle School 2.3%

50s 25.0%  High School 27.7%

60s 20.0% Jr College/Tech/Vocational — 18.6%
University 45.3%

IT Skills Graduate School 6.1%

Low 4.7% Al Use

Basic 23.9%  Used last year 58.0%

Medium  46.8%  Used before 2.3%

High 24.6%  Never 39.7%

E EFA and CFA Results Detail

Table 4: EFA loadings for the Al Safety Literacy Scale.
Item F1 F2 F3 03
SAIU4 917 110 -171 949
SAIUS8 862 .040 -.050
SAIU3 .848 .014 .047
SAIU2 825  -.003 .059
SAIU1 803  -.035 -.040
SAIU6 792 -.053 .077
SAIUS 769 .038 .085
SAIU7 .611  -.055 167
AIOV1  -.078 948 -.027 884
AIOV3 100 .828  -.062
AIOV2  -.086 794 .094
AIOV4 202 522 .099
RAIU3  -.027 .074 804  .831
RAIUI 132 .055 .674
RAIU2 202 151 522

F1=SAIU, F2=AIOV, F3=RAIU
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Table 5: CFA loadings for the Al Safety Literacy Scale.

Item Estimate Std. Est. SE z p

SAIU7 0.873 716 .054 16.105 <.001
SAIUI 1.012 .827 .050 20.143 <.001
SAIU8 0.984 .839 048 20.635 <.001
SAIU6 1.000 .846 - - -

SAIU5 1.045 .850 .050 21.099 <.001
SAIU4 1.016 .854 048 21.289 <.001
SAIU2 1.050 .868 .048 21.891 <.001
SAIU3 1.098 .892 048  23.048 <.001
AIOV4 0.842 740 .054 15.580 <.001
AIOV1 1.000 813 - - -

AIOV2 1.037 .835 057 18.317 <.001
AIOV3 1.070 .861 .056 19.076 <.001
RAIU1 1.000 7158 - - -

RAIU3 1.033 175 067 15413 <.001
RAIU2 1.074 .823 065 16.522 <.001
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