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Abstract

Remaining control over their private data is one of the key
challenges in this century for users We know from prior work
that users are often neither in a position to fully grasp the
content of the usually complicated texts, nor are they moti-
vated to spend the time necessary to do so. We report on the
progress made by the PIONEER project on a privacy sup-
port tool that combines knowledge transfer and persuasive
elements to increase users’ privacy awareness and motivation;
thus empowering them to more privacy sovereignty. Through-
out the research and design process, we consider user group
specifics that may result in different requirements, e.g., for
children, adolescents, parents, or elderly people. We further
target sustainable behavior change by addressing different
states of change, precisely: spark initial motivation, facili-
tate the creation of new habits, and encourage habituation of
these habits in the long term (volition). Finally, we provide
a privacy support tool demonstrator that can be utilized for
research and education purposes, e.g., in school contexts.

1 Introduction

Remaining control over their private data is one of the key
challenges in this century for users [1,4, 13]. Attempts by leg-
islators to help users meet this challenge such as the General
Data Protection Regulation (GDPR) [5] in the EU are often
based on the concept of “informed consent”. This assumes
that users can decide according to their actual interest if they
are provided with sufficient information, e.g., about how and
by which actors their data will be processed. In practice, this is

Copyright is held by the author/owner. Permission to make digital or hard
copies of all or part of this work for personal or classroom use is granted
without fee.

USENIX Symposium on Usable Privacy and Security (SOUPS) 2026.
August 23-26, 2026, Hannover, Germany.

reflected in extensive privacy statements or pop-up windows,
e.g., informing about the use of cookies on various websites.

We know from prior work that users are often neither in a
position to fully grasp the content of the usually complicated
texts, nor are they motivated to spend the time necessary
to do so [6-11, 14]. Hence, a new concept is required to
ensure that users can make truly sovereign decisions about
the handling of their data in everyday digital life, which (1)
conveys the necessary knowledge, (2) strengthens the users’
motivation to acquire competencies in this area and apply
these in everyday digital life, especially taking into account
(3) specifics that evolve from different user groups, like elderly
people or adolescents.

We are thus striving for the user-centered as well as user
group diacritic development of a digital privacy companion
in the form of a mobile app that combines all three elements.

1. The app provides the necessary knowledge about dig-
ital contexts to enable users to actually make self-
determined, informed decisions about how to handle
their data.

2. We further apply psychological motivation theories to ad-
dress psychological needs (e.g., autonomy, competence,
relatedness) that drive human behavior but have sparsely
been considered in the Usable Security and Privacy con-
text so far. In addition, we build on the Persuasive System
Design framework [12] to identify persuasive principles
that support users to show and maintain privacy-aware
behavior in the long term.

3. Our user-centered development explicitly examines and
considers specifics of the aforementioned goals and
methods that derive from different user groups, since,
e.g., elderly people are driven by different psychological
needs than younger generations, and children and ado-
lescents need to be addressed with a different level of
knowledge about digital contexts than adults.

We provide an overview of the research conducted by the

PIONEER project in the remainder.
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Figure 1: Screenshots of our privacy companion.

2 Current Investigations & Results

2.1 Technical Realization

We developed an initial prototype companion app for An-
droid. We collected and reviewed relevant literature on the
implementation of persuasive mechanisms as well as on the
customization of mobile applications with respect to differ-
ent user groups. Building on several iterations of usability
evaluations, the prototype was improved through redesign
efforts and the introduction of new features like multilingual
support, cross-platform availability, survey integration, and
a guided on-boarding experience. In addition, pipelines for
machine learning-based features enable the analysis of pri-
vacy policies, chat bot support, and assistance for creation
of teaching content. We further implemented a modular and
extensible framework for mobile app analysis, which serves
analysis results to the companion app about the privacy of
mobile Android apps. In addition, research on Android’s Data
Safety Section revealed fewer discrepancies than previously
reported when applying refined definitions. Complementing
this, new user analysis and Android tracing frameworks were
designed and implemented [2, 3].

2.2 Persuasive Systems Design and User
Groups

We conducted multiple studies to iteratively refine the com-
panion app within a user-centered design process. These in-
cluded (1) a design thinking study to analyze and derive per-
suasive app features based on psychological needs, (2) a con-
trolled online experiment investigating visualizations of pri-
vacy policies, and (3) expert focus groups to identify relevant

privacy situations and data flows based on contextual integrity.
Our key findings from the focus groups are that structuring
privacy information, ensuring verifiability, and highlighting
the credibility of providers is prioritized over gamification ele-
ments which seem unsuited in the privacy context. The online
experiment showed that visual metaphors displaying which
data flows towards third parties and which is stored only by
the data collector facilitate understanding and are preferred
by users. In addition, we focused on children and teenagers as
specific user groups and conducted interviews to understand
their privacy support needs and requirements. Based on these
findings, we created a video directly addressing children and
teens to support them in managing their privacy on social me-
dia. We also added lessons to the prototype based on privacy
training materials validated in a previously conducted user sur-
vey study. Furthermore, we conducted a systematic literature
review to identify the most promising persuasive mechanisms
and their combinations, identifying primary task support as
the most promising, followed by dialogue and social features.

2.3 Psychological Needs

Our ongoing research entails several empirical and design-
oriented activities. (1) We conducted an interview study
with young adults to examine their privacy-related decision-
making and to investigate how these decisions relate to under-
lying psychological needs. We found that their key motivation,
wanting to feel competent or entertained, or maintain close
contact with friends, outweighed their privacy concerns. (2)
We further performed usability evaluations of the current ver-
sion of our app in order to assess user interaction and identify
opportunities for improvement. (3) In addition, we held fo-
cus groups with both users and domain experts to explore
perspectives on privacy decision-making in greater depth and
confirmed the information type to be of great importance. We
created a scenario set of daily privacy scenarios with varying
types that will be used in a follow-up quantitative study. (4)
We conducted co-creation workshops aimed at developing
need-sensitive design approaches for trustworthy permission
approval processes in smartphone analysis. The outcomes of
these workshops inform iterative design improvements and
were evaluated in a quantitative follow-up study investigating
the relationship of need fulfillment and trust in our app. Such
trust-building elements include an overview of apps access-
ing personal data, permission management options, a privacy
score, and privacy certificates.
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